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1. POLICY OBJECTIVES
This Policy provides guidance to staff and office bearers of the Council on the acceptable 
use of open-source and/or free GenAI at the Yorke Peninsula Council (Council). It does 
not apply to enterprise-grade tools that have been formally deployed where they have been 
subject to a rigorous vetting and testing. 

2. SCOPE
This Policy applies to all staff and office bearers of the Council. This Policy is to be read in 
conjunction with other Council ICT policies and procedures.

3. DEFINITIONS
Refer to Attachment 1. 

4. POLICY STATEMENT
Staff are encouraged to experiment with GenAI tools to explore the potential benefits for 
their roles. However, GenAI tools are not a replacement for critical thinking or decision 
making. As AI becomes increasingly integrated into our workflows, it’s essential that staff 
engage with these tools thoughtfully and responsibly. 
Council encourages the use of AI where:

• Its application is consistent with our Community Vision, Values and Strategic 
Objectives.

• It will improve outcomes for our community through innovation and improved service 
efficiency, effectiveness and quality.
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• It can be used safely, ethically and securely and there are no risks that confidential, 
private or otherwise sensitive information will be revealed.

• Processes are implemented to mitigate the risk of bias and misleading or incorrect 
information being used to make decisions.

• AI systems must allow for human intervention to maintain meaningful oversight and 
prevent unchecked automation.

Council restricts the entry of information into public AI Tools that:

• Is not already public

• Would have an expectation to be confidential 

• Contain personal information 
Council also restricts the use of AI hosted in jurisdictions identified as high-risk or subject 
to foreign interference concerns, based on Australian government advisories or intelligence 
assessments. 
4.1. Guidelines for Appropriate Use

This section outlines key considerations to guide decision-making when using AI in 
any capacity. These principles are designed to promote ethical, effective, and 
transparent use of AI across our organisation.

• Assume that inputs into online generative AI and Large Language Models 
(LLM) tools will automatically be considered as available in the public domain.

• Remain responsible and accountable for your work, including critically 
assessing all AI generated outputs and validating quality and accuracy with 
other sources.

• Thoroughly research and source reliable references for content where 
necessary.

• Meets all existing employment obligations - including in relation to handling 
official information, privacy, security, human rights, anti-discrimination, 
administrative and other laws.

• Where required, attribute content that has resulted from the use of these tools.

• Regularly monitor and review uses of these tools to ensure they are being used 
responsibly ethically, safely, and according to law and government policy.

To ensure AI is used safely and ethically, the following actions are strictly 
prohibited. These apply to all staff, office bearers of Council, and covers any use of 
Public AI tools in the workplace:

• Enter any information (questions or prompts) that shouldn’t be in the public 
domain, including any information that is confidential.

• Enter any personal information about any person.

• Enter any health information about any person.

• Enter inputs or use outputs in a way that may breach another person’s 
intellectual property rights.

• Use these tools for any query that is complex or sensitive, or where local 
context and nuance is critical.
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• Ask these tools to answer a question you don’t already know the answer to or 
cannot validate the answer to - you need the knowledge to decide whether it 
can be trusted or contains bias.

• Use these tools to replace your own research, analysis and content 
development or embed them into your work in a way that means it cannot be 
done without them.

• ‘Copy and paste’ sections of AI-generated content into your work. If you do 
copy and paste any AI generated content, consider what your obligations are 
in relation to attribution and intellectual property.

4.2. Limitations of GenAI
Staff who use GenAI technologies need to be aware of and mitigate the inherent 
risks and limitations of these technologies. The inner workings of GenAI tools are 
not visible to users. Vendors are not required to show their workings or methods, 
and peer review is not applied to the output generated. 
Specific limitations of GenAI include:
Misinformation and bias -  GenAI may be trained in a way that leads to insufficient, 
incomplete or biased results, which, if relied upon, could lead to liability, reputation 
damage or other harm. The tool could, for example, overrepresent negative 
stereotypes, exclude a particular group of people or draw from data sets that are 
not relevant to Australian law. GenAI can also suffer from Hallucinations. Always 
seek to verify the outputs of GenAI and do not ask it a question where the answer 
cannot be verified.
Malicious use of data by third parties - Cybercriminals may use AI chatbots for 
writing fake reviews, spamming, phishing, and social engineering. Moreover, 
researchers have found many ways in which some platforms can aid in the 
development of malware.
Copyright, trademarks and plagiarism - GenAI terms of use usually put the 
responsibility to identify potential copyright violations in the output on the user. Be 
aware that GenAI outputs may infringe copyright or intellectual property laws

4.3. Example Appropriate Use
A Council officer uses a generative AI tool to draft an email or newsletter intended 
for public distribution. Before entering any prompts, the officer ensures that all 
personal, confidential, or sensitive information is deidentified. (meaning names, 
contact details, and other identifying data are removed or generalised). After 
generating the draft, the officer carefully reviews the content, cross-checks all 
information with official Council records, and adjusts the tone to align with the 
Council’s communication standards before publishing.

4.4. Example Inappropriate Use
A Council officer uses a generative AI tool to draft a response to a resident’s 
complaint. In doing so, they enter the resident’s full name, address, and details of 
the complaint into the prompt. This input includes personal and confidential 
information that has not been deidentified. By submitting this data to a public AI 
system, the officer risks breaching privacy obligations and exposing sensitive 
information to external platforms not governed by Council data protections.
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4.5. Approval Process
AI systems proposed for use must undergo a multi-stage approval process. Initial 
endorsement is required from the relevant Manager, followed by a review by the 
HoIST to ensure alignment with Council’s strategic, ethical, and technical 
standards. Final approval rests with the Council Management Team (CMT) & Head 
of Information Systems and Technology (HoIST), ensuring that AI adoption is 
consistent with organisational priorities and oversight requirements.

4.6. IS311 Approved Artificial Intelligence AI Tools
To support safe and consistent use of artificial intelligence across the organisation, 
the following AI tools have been reviewed and approved for staff use. These tools 
meet our standards for privacy, security, and ethical use, and are suitable for tasks 
outlined in this policy.
IS311 Approved Artificial Intelligence AI Tools.

5. LEGAL CONSIDERATIONS
At this stage, there is no legislation in Australia that specifically regulates the use of GenAI, 
the inputting of data into AI systems, and the use of information output from AI systems. 
However, GenAI activities may be subject to other existing Australian laws, including 
privacy, consumer affairs, discrimination, copyright and intellectual property, defamation, 
and breach of confidential information, to name but a few.

6. COMPLAINTS
Complaints relating to this policy can be made in writing to the HoIST. Complaints will be 
managed in accordance with Council’s PO147 Complaints Policy.

7. REVIEW
This policy will be reviewed every one (1) year and as necessary in consideration of any 
changes to legislation and relevant standards, codes and guidelines.

8. TRAINING
Council is committed to supporting Elected Members and Employees in complying with 
this policy. 
This policy will be provided to all users during induction and training needs will be reviewed 
annually, during individual performance reviews and as necessary.

9. RECORDS
Records shall be maintained as required by Council’s Records Management Policy 
(PO063) and relevant legislation.

10. RELATED COUNCIL POLICIES/PROCEDURES AND DOCUMENTS
PO014 Employee Behavioural Standards Policy
PO020 Social Media Policy
PO091 Enterprise Risk Management Policy
PO057 Community Engagement Policy 
PO063 Records and Information Management Policy
PO088 Elected Members Use of Council Supplied Electronic Equipment 
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PO123 Statutory – Code of Conduct for Council Members Policy 
PO146 Support, Disciplinary and Performance Management Policy 
IS311 Approved Artificial Intelligence AI Tools
Yorke Peninsula Council, Community Engagement Strategy

11. REFERENCES AND LEGISLATION
Local Government Act 1999 
ISO 27002 Standard for Information Systems Security 
ISO 22313 Business Continuity Management Systems 
Privacy Act 1988 
Public Interest Disclosure Act

12. COUNCIL DELEGATION
Any applicable delegations are available on Councils website via the Delegations register 
via https://yorke.sa.gov.au/about-us/forms-plans-and-publications/registers/

13. VERSION HISTORY

Version No Issue Date Description of Change

1.0 11/03/2026 New Policy

https://yorke.sa.gov.au/about-us/forms-plans-and-publications/registers/
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ATTACHMENT 1: DEFINITIONS

Term/Reference Definition

AI AI (Artificial Intelligence): Technology that enables machines to 
mimic human intelligence

Attribution Refers to acknowledging the original creator of content, ideas, or 
material used within the organisations documents, presentations or 
publications.

Bias An inclination or prejudice for or against one person or a 
group of people that is unfair.

Confidential Data Data that the Council has determined as not being able to be 
shared outside the Council. 

GenAI Generative Artificial Intelligence - a range of technologies that 
leverage data, machine learning and prompts to create new data 
(such as text, images, video, audio and similar content)

Hallucinations Where Large Language Models may perceive patterns or objects 
that are non-existent, creating nonsensical or inaccurate outputs

Intellectual Property Refers to creations of the mind such as inventions, designs, 
artworks, or written materials that are legally owned and protected 
by copyright, patents or trademarks.

LLM LLM (Large Language Model):
An advanced type of AI trained on massive amounts of text to 
understand and generate human-like language.

Malware Software that is specifically designed to disrupt, damage, or gain 
unauthorised access to a computer system

Office bearer(s) The Mayor and Elected Members

Personal data Information about a particular person, especially sensitive 
information relating to that person. What is personal information will 
vary, depending on whether a person can be identified or is 
reasonably identifiable in the circumstances, and may include 
information such as a person’s name, signature, address (postal 
and/or email address), phone number, date of birth, photographs, 
IP addresses, voice print, biometrics and location information.

Phishing An attempt by cybercriminals posing as legitimate institutions, 
usually via email, to obtain sensitive information from targeted 
individuals

Spamming The sending of unsolicited, usually commercial messages (such as 
emails, text messages, or Internet postings) to a large number of 
recipients or posted in a large number of places


