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CONEFLICT OF INTEREST

Members are reminded of the requirements for disclosure by Members of direct or indirect
pecuniary benefit or detriment and non-pecuniary benefit or detriment in relation to a
material conflict of interest in accordance with Section 73, or an actual or perceived conflict
of interest in accordance with Section 75 of the Local Government Act in items listed for
consideration on the Agenda. Section 74 and 75A of the Local Government Act 1999
requires that Elected Members declare any interest and provide full and accurate details
of the relevant interest to the Council. In relation to actual or perceived conflicts of interest
a member has an obligation to outline how they propose to deal with the actual or
perceived conflict of interest prior to consideration of that item on the Agenda.

This requirement does not apply to Ordinary Business Matters prescribed by regulation
8AAA Local Government Act (General) (Accountability and Governance) Variation
Regulations 2016.

Each Member of a Council has a duty to vote at all meetings unless excepted by
legislation.

The major exception being where a Member has a material conflict of interest.
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AUDIT COMMITTEE MEETING AGENDA

13 DECEMBER 2017

1 WELCOME BY CHAIRPERSON

Meeting declared opened

2 PRESENT
3 LEAVE OF ABSENCE
Nil
4 APOLOGIES
Nil
5 CONFLICT OF INTEREST
6 MINUTES OF PREVIOUS MEETING — FOR CONFIRMATION

Audit Committee Meeting - 25 October 2017
Confidential Audit Committee Meeting - 25 October 2017

7 VISITORS TO THE MEETING
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REPORTS
8 NEW BUSINESS

8.1 AUDIT COMMITTEE 2017 WORK PLAN

Document #: 17/87787
Department: Corporate and Community Services
PURPOSE

To consider the revised 2017 Audit Committee Work Plan.

RECOMMENDATION
That the Audit Committee endorse the revised 2017 Audit Committee Work Plan.

LINK TO STRATEGIC PLAN
Goal: 5 Responsible Governance
Strategy: 5.1 Openness and transparency of reporting Council’'s performance
5.2 Effective leadership and informed decision making
5.3 Meet all legislative requirements and compliance with Council’s internal controls
5.5 Undertake effective risk management
5.8 Continuous improvement of Council processes

BACKGROUND

As stated in clause 2 of the Audit Committee Terms of Reference, 26 October 2016, the objective of
the Audit Committee is to assist the Council in the conduct of its responsibilities for the management
of risk, corporate and financial governance and legal compliance, related to financial reporting and
audit initiatives, the internal control system and the audit functions. The committee acts as a source
of advice to Council and the Chief Executive Officer in relation to these matters.

DISCUSSION

The Committee will:

¢ enhance the communication between the external auditor and the Council;
e assist the management of business risks to ensure the protection of Council assets;
e monitor the effectiveness of audit and corporate and financial governance functions;

e enhance the integrity of the financial reporting of the Council; and
o review the effectiveness of the Council’s internal controls and risk management systems.

The Terms of Reference are to be read in conjunction with Chapter 8 of the Local Government Act
1999.

The adoption, and constant review, of an Audit Committee Work Plan assists in ensuring the
objectives of the Audit Committee are achieved.

There are no major changes to the work plan since the last Audit Committee meeting. Status via
colour coding has been updated as appropriate.

Iltem 8.1 Page 7
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COMMUNITY ENGAGEMENT PLAN
Not applicable

CONSULTATION PROCESS

In preparing this report, the following Yorke Peninsula Council officers were consulted:
e Chief Executive Officer
e Acting Manager Financial Services
e Business Improvement Officer
e Asset Manager
e Risk Management Officer

In preparing this report, the following External Parties were consulted:
e Nil

POLICY IMPLICATIONS

Audit Committee Terms of Reference

BUDGET AND RESOURCE IMPLICATIONS

The orderly and timely review of Council’'s major financial timetable and reports, internal audit
activities and financial reports by the Audit Committee strengthens the credibility of the completed
work and reduces risk to Council.

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS
A sound control environment will assist in the management of Council’s financial risks.
Local Government Act 1999, Chapter 8

ATTACHMENTS
1. 2017 Audit Committee Work Plan

Iltem 8.1 Page 8
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8.2 2017/2018 SEPTEMBER QUARTERLY BUDGET REVIEW

Document #: 17/83819
Department: Corporate and Community Services
PURPOSE

To receive Council’s endorsed review of 2017/2018 Budget and associated financial statements and
ratios.

RECOMMENDATION

That the Audit Committee receive the Council endorsed September 2017 Budget Review changes
as presented in the attached Summary of Changes, Uniform Presentation of Finances and
Statement of Comprehensive Income and receive the updated Statement of Financial Position,
Statement of Cash Flows, Statement of Changes in Equity and Financial Indicators (Ratios) reports.

LINK TO STRATEGIC PLAN

Goal: 5 Responsible Governance

Strategy: 5.1 Openness and transparency of reporting Council’s performance
5.2 Effective leadership and informed decision making
5.3 Meet all legislative requirements and compliance with Council’s internal controls
5.5 Undertake effective risk management

BACKGROUND

Regulation 9(1) (b) of the Local Government (Financial Management) Regulations 2011 requires
that Council undertake one comprehensive budget review each financial year. This review must
include preparation of four principal financial statements (excluding notes) and show a revised full
year forecast of each item in the budgeted financial statements compared to estimates set out in the
original budget.

Council's policy PO142 Budget Reporting and Amendment requires quarterly budget reviews i.e.
September, December and March. This means Council undertakes two (2) additional budget reviews
than is required by the Regulations. This is the first (as at 30" September 2017) of the three (3)
guarterly budget reviews for the 2017/2018 financial year.

DISCUSSION

Budget managers in all directorates have completed a review of their 2017/2018 budgets as at 30
September 2017 and all adjustments allowed in accordance with policy PO142 have been included
in the attached documents (refer attachments 1 - 7).

Budgets have been reviewed taking the following into consideration:-
e Additional income likely to be generated or received
o New grants and contributions
e Changes to user and statutory fee income forecasts
o Review of staffing levels to those originally budgeted
e Changes due to amendments in legislation

e Changes to Government fees and charges

Item 8.2 Page 12
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Council decisions made since the adoption of the original budget

Status of capital projects taking into account projects carried forward from 2016/2017 for
completion in the current financial year (refer previous Council decision in August 2017)

Income and expenditure to date and forecasts for the remainder of the year

A full list of adjustments with reasons for the changes is attached to this report (refer Attachment 1).

Budgeted Operating Surplus/ (Deficit)

As a result of the proposed first quarterly budget review adjustments and previously adopted budgets
for projects rolled over, Council’s forecast Operating Deficit for 2017/2018 is now $2.913m, which is
an increase of $701k to that originally forecast. This significant change to the forecast Operating
bottom line (and subsequently Council’s forecast Operating Surplus Ratio) is primarily due to the
following major impacts:-

Projects rolled over — unfavourable impact — net increase of $233k to operating
expenditure for projects not complete as at 30" June 2017 and rolled over to 2017/2018 for
completion.

Rates income — favourable impact — net increase of $43k primarily due to the Point Turton
sea wall special rate and refuse collection income being more than estimated.

Caravan Park income — favourable impact - $68k more than originally forecast. Some of
this extra income has been allocated to undertake expenditure not originally budgeted. The
net impact will still remain favourable.

Financial Assistance Grant — unfavourable impact — adjusted to reflect prepayment in
2016/2017 of 50% of the 2017/2018 allocation. Also adjusted to reflect reduction in overall
grant allocation ($43k approximately) for Council as determined by Grants Commission SA.
Total amount removed from this financial year's Budget is $1.188m. It is not yet known if the
Commonwealth Government will provide any advance payments in 2017/2018 for future
years.

Roads to Recovery (R2R) grant funding — favourable impact - $576k increase to R2R
operating grants. Council’'s 2017/2018 original Budget included $581k grant funding on the
assumption that the balance of $576k would be paid in 2018/2019. On advice from the
Commonwealth Government stating that the entire amount would be paid in, and had to be
allocated to projects, in 2017/2018, the budget is now being amended. This means that
Council will not receive any R2R funding in 2018/2019. The total amount of $1.157m being
received in 2017/2018 has been allocated to the South Coast Road project.

ATO fuel rebates — favourable impact — approximately $127k net (total unclaimed rebate
less consultants fee) additional income for diesel fuel rebates has been received as a result
of an audit of Council's last four (4) years returns.

Insurance income and expenditure — favourable impact — commencing in 2017/2018
Council's insurance schemes have implemented a new system of payments, rebates and
special distributions. Unlike previous years, premiums invoiced to Council are now net of
rebates and performance bonuses (based on audit results). Council’s 2017/2018 Budget was
based on the old system of separately budgeting for premiums (expenditure) and rebates
and performance bonuses (income). Special distributions are still paid separately to Council
and are determined based on the financial performance of the various insurance schemes.
The current  budget includes $8k for  special distributions, however,
Council received $90k. A full reconciliation of all insurance income and expenditure has been
undertaken and this has resulted in a number of budget adjustments at various levels of the
Budget. The overall impact of this reconciliation is additional income of $82k in 2017/2018
which can be attributed to the unbudgeted component of the special distribution.

Point Turton sea wall — unfavourable impact — Council approved funding of $182k for the
construction of the Point Turton sea wall, with the amount to be borrowed from the LGFA and
to be repaid by the property owners over a ten (10) year term through an annual special rate.

Item 8.2 Page 13
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The entire amount has been paid to the property owners as a lump sum in 2017/2018 (post
adoption of the Budget) and the proposed budget adjustment seeks to bring the entire
amount into the Budget as an expense payment, which uhas an unfavourable impact on
Council's operating bottom line in 2017/2018. It should be noted that there is no cost to
Council over the full term of the loan as the entire amount plus interest incurred will be
recovered via an annual special rate. In future years the financial impact on Council’s
operating bottom line will be favourable.

More detailed information on the changes to Council’'s proposed Operating Deficit (and income and
expenditure budgets) is available in the attached reports and statements in particular the Budgeted
Statement of Comprehensive Income (refer Attachments 1 - 7).

Budgeted Capital Expenditure

Council's proposed capital expenditure budget after the first quarterly budget review adjustments
and previously adopted budgets for projects rolled over from 2016/2017, is $11.337m. This includes
the initially adopted budget of $9.716m to which projects rolled over from 2016/2017 as adopted by
Council worth $1.184m were added in August 2017. Adjustments of $437k are proposed in this
budget review, of which $386k is for the Balgowan Beach Access (Council decision) which was not
originally budgeted in 2017/2018. Details of all capital adjustments can be found in the reports and
updated Statements in particular the Budgeted Statement of Cash Flows (refer Attachments 1 - 7).

Of the proposed budget of $11.337m, $8.508m is budgeted to be spent on renewal and replacement
of existing assets, which is an increase of $222k to what was originally budgeted.

Budgeted Cash Flow & Net Lending/ (Borrowing)

Following the proposed adjustments in this budget review, previously adopted rolled over
expenditure being included in this year's budget and adjustment of opening balances in line with
2016/2017 audited General Purpose Financial Statements, Council’'s proposed closing cash and
cash equivalents as at 30" June 2018 is now forecast at $3.172m. This is an increase of $1.087m
on the originally adopted budget. This increase can be attributed to a better than expected closing
cash position as at 30" June 2017.

The proposed end of year Net Lending position has increased from $1.914m to $4.205m which is
an increase of $2.291m. $1.395m of this increase is due to budgets adopted by Council for projects
not completed as at 30" June 2017 and rolled over to 2017/2018 for completion. The remainder
being $896k is due to adjustments being proposed at this budget review.

More detail on the movements in net lending/ (borrowing) for the financial year can be found in the
Budgeted Uniform Presentation of Finances (refer Attachment 5).

Budgeted Financial Indicators (Ratios)

As a result of proposed changes in this budget review and inclusion of projects rolled over from
2016/2017, Council’'s Financial Indicators have had some movement.

Council’'s Operating Surplus Ratio is now -9.8% compared to the original forecast of -7.4% and is a
result of operating adjustments proposed in this budget review and 2016/2017 operating budgets
rolled over to 2017/2018. The forecast ratio remains below the industry minimum target of breakeven
or 0.0%.

The Net Financial Liabilities Ratio has decreased from 29% to 25%. This decrease is due to the
opening balances for provisions, cash and cash equivalents and other items on the Statement of
Financial Position, now reflecting actual closing balances as per the audited 2016/2017 year end
accounts. This indicator remains well below the industry ceiling of 100%.

Council’'s forecast Asset Sustainability ratio is now 86%, a 2% increase to the original forecast and
is the result of budgets for unfinished capital renewal projects rolled over to 2017/2018 from
2016/2017. This ratio will be achieved if Council completes all capital renewal projects now
scheduled in 2017/2018.

More information on Council’'s Financial Indicators can be found in Attachment 6.
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COMMUNITY ENGAGEMENT PLAN

Level 1 Inform — Included in Council meeting agenda and minutes which are published on Council’s
website

CONSULTATION PROCESS

In preparing this report, the following Yorke Peninsula Council officers were consulted:
o Corporate Management Team
e Manager Financial Services
o Budget Managers
e Accountant — Financial Management
e Accountant — Financial Operations

In preparing this report, the following External Parties were consulted:
e Nil

POLICY IMPLICATIONS

PO142 Budget Reporting and Amendment Policy

BUDGET AND RESOURCE IMPLICATIONS

Budget and resource implications are as detailed in this report and as presented in the attached
reports and statements (refer Attachments 1 — 7).

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS

1. Council’'s budget is a fundamental instrument of accountability and an essential pre-requisite
to deciding the annual rate impost on the community. As such it is important that material
variations compared with the original budget be disclosed and explained.

Local Government Act 1999

Local Government (Financial Management) Regulations 2011

ATTACHMENTS

Proposed Summary of Changes - September Budget Review 2017-2018
Budgeted Uniform Presentation of Finances 2017-2018

Budgeted Statement of Comprehensive Income 2017-2018

Budgeted Statement of Financial Position 2017-2018

Budgeted Statement of Cash Flows 2017-2018

Budgeted Statement of Changes in Equity 2017-2018

Budgeted Financial Indicators (Ratios) 2017-2018

Nogk~kwNhE
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8.3 2016/2017 EXTERNAL AUDITORS REPORT (AUDIT OPINION)
Document #: 17/83791
Department: Corporate and Community Services

PURPOSE

To provide the Audit Committee with the external auditor’s report (audit opinion) on Council’s
General Purpose Financial Statements and Internal Controls for 2016/17 and associated letters,
reports and declarations.

RECOMMENDATION

associated letters, reports and declarations.

That the Audit Committee receive and note the 2017 external auditor’s reports (audit opinions) and

LINK TO STRATEGIC PLAN
Goal: 5 Responsible Governance
Strategy: 5.1 Openness and transparency of reporting Council’'s performance
5.2 Effective leadership and informed decision making
5.3 Meet all legislative requirements and compliance with Council’s internal controls

5.5 Undertake effective risk management

BACKGROUND
At its meeting on 25 October 2017 the Audit Committee considered the 2016/17 audited
General Purpose Financial Statements and resolved as follows:

Cr Scott Hoyle Moved Cr John Rich Seconded

That the Audit Committee recommend to Council that the audited General Purpose Financial
Statements for the year ended 30 June 2017 be adopted and that:

1. The Chief Executive Officer and Mayor be authorised to certify the General Purpose Financial
Statements; and

2. The Chief Executive Officer and the Presiding Member of the Audit Committee sign the
Certification of Auditor Independence; and

3. The Chief Executive Officer and the Director Corporate and Community Services be authorised
to sign the Management Representation Letter to be provided to the Auditor.

CARRIED 035/2017 (25/10/2017)

Mr Jim Keogh from Council’'s external auditors, Dean Newbery and Partners, was present at this
meeting and presented Audit Committee members with the opportunity to discuss the General
Purpose Financial Statements.

On the recommendation of the Audit Committee the 2016/17 audited General Purpose Financial
Statements were subsequently considered and adopted by Council at its meeting on 8" of
November 2017.
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Dean Newbery and Partners have since issued the following documents (refer Attachments
1-6):

2017 Balance Date Management Letter

2017 Chief Executive Officer's Audit Letter

2017 Certification of Auditor’s Independence

2017 Mayor’s Letter Enclosing Audit Opinions

2017 Independent Auditor's Report (Audit Opinion)

2017 Internal Controls Audit Report (Audit Opinion)

DISCUSSION

Balance Date Management Letter
This letter (refer Attachment 1) is a summary of audit matters the Auditors wish to bring to the

attention of Council and the Administration.

Whilst an unqualified audit report was received, the auditors did wish to highlight a number of
factors as a result of work recently completed:

- Sufficient explanations for material variations between 2015/2016 and 2016/2017 have
been received

- They are confident that all issues raised in management letters during 2016/2017 have
been attend to or are in the process of being attended to

- That Council management had advised that Asset Management Plans relating to Buildings,
Community Wastewater Management Systems, Parks and Gardens, Stormwater Drainage
and Water Scheme Infrastructure would be reviewed and adopted by Council by 30 June
2018.

Letter to the Mayor Enclosing Audit Opinions
This letter (refer Attachment 4) is issued to the Mayor and details the following:

¢ No matters need to be reported to the Minister

e Action has been taken to address, or is in the process of addressing, matters previously
raised

e The Auditors are satisfied as to the overall standard of Council’'s accounting practices and
financial affairs

e The Auditors are also satisfied that Council’'s Audit Committee has addressed all prescribed
functions

¢ That an Auditor Independence Declaration has been issued under Section 16A of the
Regulations

Independent Auditor’'s Report (Audit Opinion) on Financial Statements

The Auditor’s have a responsibility is to express an opinion on Council’'s General Purpose
Financial Statements. The attached unqualified Audit Opinion (refer Attachment 5) states that, in
the Auditor’s opinion, the financial report presents fairly, in all material aspects, the financial
position of Council for the year ended 30 June 2017.

Independent Auditor’'s Report (Audit Opinion) on Internal Controls

The Auditor’s also have a responsibility to express an opinion on Council’'s compliance with
Section 129(1) (b) of the Local Government Act 1999 in relation to the Internal Controls established
by Council to ensure that financial transactions relating to the receipt, expenditure and investment
of money, acquisition and disposal of property and incurring of liabilities have been conducted
properly and in accordance with law. The attached Audit Opinion (refer Attachment 6) states that it
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is the Auditor’s opinion, that without qualification, Council has complied, in all material respects,
with Section 129(1)(b) of the Local Government Act 1999 in relation to Internal Controls.

COMMUNITY ENGAGEMENT PLAN

Level 1 — Inform

The audited Statements and Auditor's Report will be made publicly available via Council’'s website
and as part of Council’'s 2017 Annual Report.

CONSULTATION PROCESS
In preparing this report, the following Yorke Peninsula Council officers were consulted:

o Corporate Management Team
e Manager Financial Services
e Accountant — Financial Operations

e Accountant — Financial Management
In preparing this report, the following External Parties were consulted:

e Dean Newbery and Partners Chartered Accountants

POLICY IMPLICATIONS
Not Applicable

BUDGET AND RESOURCE IMPLICATIONS
Not Applicable

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS
Local Government Act 1999 — Chapter 8

Local Government (Financial Management) Regulations 2011 — Parts 4 and 6

ATTACHMENTS

2017 Balance Date Management Letter - Yorke Peninsula Council

2017 Letter to the Chief Executive Officer - Yorke Peninsula Council

2017 Certification of Auditor's Independence - Yorke Peninsula Council
2017 Letter to the Mayor - Yorke Peninsula Council

2017 Audit Report - Yorke Peninsula Council

2017 Assurance Report on the Internal Controls - Yorke Peninsula Council

SOk whE
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€ Deon Newbery & Partrers

CHARTERED ACCOUNTANTS  ABN30 164 612 890

10 November 2017

Mayor Ray Agnew
Yorke Peninsula Council
PO Box 57

MINLATON SA 5573

Dear Mayor Agnew

RE: Completion of Balance Date Audit — Financial Year Ended 30 June 2017

As a result of the work recently completed in connection with our final Balance Date audit of your
Council for the financial year ended 30 June 2017, we provide a summary of the audit matters we
wish to bring to your attention.

| met with your Council’s Audit Committee on 25 October 2017 where the below matters were
raised and discussed with members present. Since the meeting with Council’s Audit Committee |
have issued an unqgualified Auditor’s Report on the annual Financial Statements and Council’s
Internal Controls per Section 129 of the Local Government Act 1999 (the Act) for the financial year
ended 30 June 2017.

We wish to highlight to the following matters to you as a result of work recently completed:

1. We have received appropriate explanations for all material variations as between 2015/16
actual and 2016/17 actual (operating and capital).

2. We are confident that all audit matters raised in our Management Letters issued during the
2016/17 financial year audit have, or are in the process of being attended to by the
Administration.

3. During the financial year we were advised by the Administration that the Council was in the
process of reviewing and updating the Council’s Asset Management Plans (AMPs) for the
following asset classes;

= Buildings Last adopted January 2013

= Community Wastewater Management Systems Last adopted August 2012

= Parks & Gardens Last adopted August 2012

= Stormwater Drainage Not previously adopted

= Water Scheme Infrastructure Not previously adopted
Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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We acknowledge a decision was made by the Administration to defer the adoption of the Asset
Management Plans noted above in order to capture a number of key strategic changes to the
Council assets. The Administration advised us that it was expected the AMPs will be completed
and adopted by Council by during the 30 June 2018 financial year.

4, There remain no misstatements that have not been adjusted by the Administration that have
been identified during the course of our audit or that in our assessment, require to be reported
to the Council or Audit Committee.

Summary

Given this is my final year as Council’'s External Auditor, | would like to thank the Council and its
Administration for all the support provided to me and my audit team over the term of my
appointment.

If any additional information is required on any of the audit matters raised above, please feel free
to contact me on the details provided below.

Yours sincerely

DEAN NEWBERY & PARTNERS

Jim Keogh
Partner

T: 8267 4777

E: jimkecgh@deannewbery.com.au

C. Council's Audit Committee

C. Council's Chief Executive Officer
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& Deon Newbery & Partners

CHARTERED ACCOUNTANTS  ABN30 164 612 890

10 November 2017

Mr Andrew Cameron
Chief Executive Officer
Yorke Peninsula Council
PO Box 57

MINLATON SA 5573

Dear Andrew

We are pleased to advise that we have completed our audit for the financial year ended 30 June
2017. We have issued an unqualified audit opinion on the Financial Report and on Council’s Internal
Controls in relation to Section 129 of the Local Government Act 1999 (the Act) for the year ended
30 June 2017.

In accordance with Section 129 of the Local Government Act 1999, our audit opinions have been
separately issued to the Principal Member of the Council, with a copy also sent to Council’s Audit
Committee.

Our 2017 Balance Date Management Letter has been prepared in accordance with Sections 129 (4)
and (5) of the Act and will shortly be issued to both the Principal Member of the Council and to the
Audit Committee.

Please contact me on 8267 4777 or jimkeogh@deannewbery.com.au if any additional
information is required.

Yours Sincerely
DEAN NEWBERY & PARTNERS

/34

Jim Keogh

Partner
Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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& Deon Newbery & Partners

CHARTERED ACCOUNTANTS  ABN 30164612 890

Certification of Auditor’s Independence

| confirm that, for the audit of the financial statements of the Yorke Peninsula Council for the year
ended 30 June 2017, | have maintained my independence in accordance with the requirements of
APES 110 — Code of Ethics for Professional Accountants, Section 290, published by the Accounting
Professional and Ethical Standards Board, in accordance with the Local Government Act 1999 and
the Local Government (Financial Management) Regulations 2011 made under that Act.

This statement is prepared in accordance with the requirements of Regulation 22 (5) Local
Government (Financial Management) Regulations 2011.

/ L

JIM KEOGH

Partner

DEAN NEWBERY & PARTNERS
CHARTERED ACCOUNTANTS

Dated this 10*" day of November 2017

Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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€ Deon Newbery & Partrers

CHARTERED ACCOUNTANTS  ABN 30164 612 890

10 November 2017

Mayor Ray Agnew
Yorke Peninsula Council
PO Box 57

MINLATON SA 5573

Dear Mayor Agnew

RE: EXTERNAL AUDIT: PROVISION OF 2017 AUDIT OPINIONS TO COUNCIL

Please be advised that in accordance with the Local Government Act 1999 (the Act), we have now completed
the statutory audit of the Yorke Peninsula Council (Council) for the financial year ended 30 June 2017.

We have enclosed the 2017 Audit Opinions in relation to the audit of Council’s Financial Statements and
Internal Controls which has been signed without reference to any qualification in relation to audit opinions

issued under Section 129(1)(a) and 129(1)({b) of the Act.

Under Section 129(4) of the Act “The auditor must also provide to the council a report on particular matters
arising from the audit”.

Our report under Section 129(4) to the Council is as follows:-

1. Audit Correspondence issued during the 2017 Financial Year

Various audit matters have been formally communicated through our issued Management Letters to you
from time to time during the year. We are satisfied that action has, or is being taken to address all matters
raised.

2. Accounting Practices and Management of the Council’s Financial Affairs

In reaching our audit opinion, we are satisfied as to the overall standard of Council's accounting practices and
management of Council’s financial affairs.

3. Council’s Audit Committee

We are satisfied that Council’s Audit Committee has addressed all of its prescribed functions as outlined in
Section 126 (4) of the Act.

4. Auditor’s Independence Declaration

Please note that our signed Auditor Independence Declaration will be issued to the Chief Executive Officer,
as required by Section 16A of the Local Government (Financial Management) Regulations 2011.

Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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5. 2017 Balance Date Management Letter

Our 2017 Balance Date Management Letter will be separately issued to you shortly, with a copy forwarded
to Council’s Audit Committee.

Please contact me on 8267 4777 or jimkeogh@deannewbery.com.au if additional information is required.

Yours sincerely
DEAN NEWBERY & PARTNERS

Jim Keogh
Partner

C. Audit Committee

Enc:
2017 Independent Auditor's Report on the Financial Statements — Section 129(1)(a)

2017 Independent Assurance Report on the Internal Controls - Section 129(1)(b)
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& Deon Newbery & Partners

CHARTERED ACCOUNTANTS  ABN30 164 612 890

INDEPENDENT AUDITOR'S REPORT

To the members of the Yorke Peninsula Council

Report on the Audit of the Financial Report

Opinion

We have audited the accompanying financial report, being a general purpose financial report, of the Yorke
Peninsula Council {the Council), which comprises the Certification of Financial Statements on the annual statements
giving a true and fair view of the financial position and performance, the Statement of Comprehensive Income, the
Statement of Financial Position, the Statements of Changes in Equity, the Statement of Cash Flows for the year
then ended 30 June 2017 and the notes comprising a summary of significant accounting policies and other
explanatory information.

In our opinion, the accompanying financial report of the Council is in accordance with the requirements of the Local
Government Act 1999 and the Local Government (Financial Management) Regulation 2011, including;

(i) giving a true and fair view of the Council’'s financial position as at 30 June 2017 and of its performance
and cash flows for the year then ended; and

{ii}  thatthefinancial records kept by the Council are such as to enable financial statements to be prepared
in accordance with Australian Accounting Standards.

Basis for Opinion

We conducted our audit in accordance with Australian Auditing Standards. Our responsibilities under those
standards are further described as in the Auditor’'s Responsibilities for the Audit of the Financial Report section of
our report. We are independent of the Council in accordance with the auditor independence requirements of the
ethical requirements of the Accounting Professional and Ethical Standards Board’s APES 110 Code of Ethics for
Professional Accountants (the Code) that are relevant to our audit of the financial report in Australia. We have also
fulfilled our other ethical responsibilities in accordance with the Code.

We believe that the audit evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

Responsibilities of the Chief Executive Officer for the Financial Report

The Chief Executive Officer is responsible for the preparation and fair presentation of the financial report in
accordance with the Australian Accounting Standards (including the Australian Accounting Interpretations), the
Local Government Act 1999 and the local Government (Financial Management) Regulations 2011. This
responsibility includes determining that the basis of preparation described in Note 1 is appropriate to meet the
need of the members. The Chief Executive Officer’s responsibility also includes designing, implementing and
maintaining internal controls relevant to enable the preparation of the financial report to be free from material
misstatement, whether due to fraud or error,

In preparing the financial report, the Chief Executive Officer is responsible for assessing the Council’s ability to
continue as a going concern, disclosing, as applicable, matters relating to going concern and using the going concern
basis of accounting unless management either intends to liquidate the Council or to cease operations, or has no
realistic alternative but to do so.

The Chief Executive Officer of the Council is responsible for overseeing the Council’s financial reporting process.

Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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Auditor's Responsibilities for the Audit of the Financial Report

Our objectives are to obtain reasonable assurance about whether the financial report as a whole is free from
material misstatement, whether due to fraud or error, and to issue an auditor’s report that includes our opinion.
Reasonable assurance is a high level of assurance, but is not a guarantee that the audit conducted in accordance
with the Australian Auditing Standards will always detect a material misstatement when it exists. Misstatements
can arise from fraud or error and are considered material if, individually or in the aggregate, they could reasonably
be expected to influence the economic decisions of users taken on the basis of financial report.

As part of an audit in accordance with the Australian Auditing Standards, we exercise professional judgement and
maintain professional scepticism throughout the audit. We also:

*  |dentify and assess the risks of material misstatement of the financial report, whether due to fraud or
error, design and perform audit procedures responsive to those risks, and obtain audit evidence that is
sufficient and appropriate to provide a basis for our opinion. The risk of not detecting a material
misstatement resulting from fraud is higher than for one resulting from error, as fraud may involve
collusion, forgery, intentional omissions, misrepresentations, or the override of internal control.

*  Obtain an understanding of internal control relevant to the audit in order to design audit procedures that
are appropriate in the circumstances, but not for the purpose of expressing an opinion on the
effectiveness of the Council’s internal control.

*  Evaluate the appropriateness of accounting policies used and the reasonableness of accounting estimates
and related disclosures made by management.

*  Conclude on the appropriateness of the management’s use of the going concern basis of accounting and,
based on the audit evidence obtained, whether a material uncertainty exists related to events or
conditions that may cast significant doubt on the Council’s ability to continue as a going concern. If we
conclude that a material uncertainty exists, we are required to draw attention in our auditor’s report to
the related disclosures in the financial report or, if such disclosures are inadequate, to modify our opinion.
Qur conclusions are based on the audit evidence obtained up to the date of our auditor’s report. However,
future events or conditions may cause the Council to cease to continue as a going concern.

®  Evaluate the overall presentation, structure and content of the financial report, including the disclosures,
and whether the financial report represents the underlying transactions and events in a manner that
achieves fair presentation.

We communicate with those charged with governance regarding, among other matters, the planned scope and
timing of the audit and significant audit findings, including any significant deficiencies in internal control that we
identify during our audit.

DEAN NEWBERY & PARTNERS
CHARTERED ACCOUNTANTS

JIM KEOGH
PARTMER

Signed on the 10" day of November 2017,
at 214 Melbourne Street, North Adelaide
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€ Deon Newbery & Partrers

CHARTERED ACCOUNTANTS ABN30 164 612 890

INDEPENDENT ASSURANCE REPORT ON THE INTERNAL CONTROLS OF THE YORKE PENINSULA COUNCIL

We have audited the Internal Controls of the Yorke Peninsula Council (Council) under the requirements of Section
129(1){b) of the Local Government Act 1999 in relation only to the Internal Controls established by the Council to
ensure that financial transactions relating to the receipt, expenditure and investment of money, acquisition and
disposal of property and incurring of liabilities for the period 1 July 2016 to 30 June 2017 have been conducted
properly and in accordance with law.

The Council’s Responsibility for the Internal Controls

The Council is responsible for implementing and maintaining an adequate system of internal controls, in
accordance with Section 125 of the Local Government Act 1999 to ensure that the receipt, expenditure and
investment of money, the acquisition and disposal of property, and incurring of liabilities have been conducted
properly and in accordance with law.

Auditor’s Responsibility

Our responsibility is to express an opinion on the Council's compliance with Section 129(1)(b) of the local
Government Act 1999 in relation only to the Internal Controls established by the Council to ensure that financial
transactions relating to the receipt, expenditure and investment of money, acquisition and disposal of property
and incurring of liabilities, based on our procedures have been conducted properly and in accordance with law.
Our engagement has been conducted in accordance with applicable Australian Standards on Assurance
Engagements ASAE 3100 Compliance Engagements, issued by the Australian Auditing and Assurance Standards
Board, in order to state whether, in all material respects, the Council has complied with Section 125 of the Local
Government Act 1999 in relation only to the Internal Controls specified above for the period 1 July 2016 to 30 June
2017. ASAE 3100 also requires us to comply with the relevant ethical requirements of the Australian professional
accounting bodies.

Our procedures included obtaining an understanding of controls in relation to the receipt, expenditure and
investment of money, the acquisition and disposal of property and the incurring of liabilities, evaluating
management’s assessment of these controls, assessing the risk that a material weakness exists, and testing and
evaluating the design of controls on a sample basis based on the assessed risks.

Limitation on Use

This report has been prepared for the members of the Council in accerdance with Section 129(1)(b) of the Local
Government Act 1999 in relation to the Internal Controls specified above. We disclaim any assumption of
responsibility for any reliance on this report to any persons or users other than the members of the Council, or for
any purpose other than that for which it was prepared.

Limitations of Controls

Because of the inherent limitations of any internal control structure it is possible that, even if the controls are
suitably designed and operating effectively, the control objectives may not be achieved so that fraud, error, or non-
compliance with laws and regulations may occur and not be detected.

An assurance engagement on internal controls is not designed to detect all instances of controls operating
ineffectively as it is not performed continuously throughout the period and the tests performed are on a sample
basis. Any projection of the outcome of the evaluation of controls to future periods is subject to the risk that the
controls may become inadequate because of changes in conditions, or that the degree of compliance with them
may deteriorate.

Office: All Correspondence: T: (08) 8267 4777
214 Melbourne Street PO Box 755 F: (08) 8239 0895
North Adelaide SA 5006 North Adelaide SA 5006 E: admin@deannewbery.com.au

Liability limited by a scheme approved under Professional Standards Legislation
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Independence

In conducting our engagement, we have complied with the independence requirements of the Australian

professional accounting bodies.

Opinion

In our opinion, the Council has complied, in all material respects, with Section 129(1)(b) of the Local Government
Act 1999 in relation to Internal Controls established by the Council relating to the receipt, expenditure and
investment of money, acquisition and disposal of property and incurring of liabilities so as to provide reasonable
assurance that the financial transactions of the Council have been conducted properly and in accordance with law
for the period 1 July 2016 to 30 June 2017,

DEAN NEWBERY & PARTNERS
CHARTERED ACCOUNTANTS

JIM KEOGH
PARTNER

Signed on the 10 day of November 2017
at 214 Melbourne Street, North Adelaide, South Australia, 5006
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8.4 AUDIT COMMITTEE ANNUAL REVIEW AND SELF ASSESMENT 2017
Document #: 17/85983
Department: Corporate and Community Services

PURPOSE

For the Committee to review and self-assess its performance for the 2017 calendar year, in
accordance with the Terms of Reference (TOR), report the outcome to Council in the form of an
annual report and recommend any changes to its Terms of Reference.

RECOMMENDATION
That the Audit Committee:

1. endorse the 2017 Audit Committee Annual Review and Self-Assessment for the period 1
January 2017 to 31 December 2017;

2. endorse the 2017 Audit Committee Annual Report and recommend to Council that it be
adopted; and

3. endorse the 2018 Audit Committee Work Plan for the period 1 January 2018 to 31
December 2018.

LINK TO STRATEGIC PLAN

Goal: 5 Responsible Governance

Strategy: 5.1 Openness and transparency of reporting Council’'s performance
5.2 Effective leadership and informed decision making

5.3 Meet all legislative requirements and compliance with Council’s internal controls

BACKGROUND

Clause 13 of the Audit Committee Terms of Reference (TOR) requires the Committee to conduct an
annual review and self-assessment of its performance with the aim being to ensure that the
Committee is operating at maximum effectiveness and also provides an opportunity to recommend
any changes to Council that are considered necessary.

The review should include consideration of the TOR and recommendations for changes to them.
This review is for the period 1 January 2017 — 31 December 2017.

DISCUSSION
Work Program — 2018

In December each year the Committee endorses a work program for the following calendar year. At
each meeting through the year the Committee monitors progress against each activity in the work
plan. The attached (refer attachment 3) is the draft work plan suggested, including suggested
meeting dates of which are similar to the scheduled 2017 meetings and take in to consideration the
required timing for the completion of actions.

Self-Assessment

As part of the annual review each Committee member is asked to complete a self-assessment
guestionnaire which assists in assessing the effectiveness of the Committee. The questionnaire
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contains a number of questions which have been assessed by members using a scale of 1 (poor) to
5 (excellent).

A summary of the self-assessment results have been included as an attachment to this report (refer
attachment 2). In which the results obtained have been summarised and aggregated. Comments
from committee members have been summarised, and data used to form one self-review
assessment.

Annual Report for Council

Clause 13 of the Committee’s TOR requires that the outcome of the annual review and self-
assessment be reported to Council. The draft Annual Report (refer Attachment 1) has been prepared
in the format recommended by the Local Government Association Financial Sustainability
Information Paper 3 — Audit Committees. Any amendments made by the Audit Committee as a result
of the annual review will be included in the report to Council.

COMMUNITY ENGAGEMENT PLAN
Not applicable

CONSULTATION PROCESS
In preparing this report, the following Yorke Peninsula Council officers were consulted:

e Councillor members of Audit Committee

e Director Corporate and Community Services
e Acting Manager Financial Services

e Asset Manager

¢ Risk Management Officer

In preparing this report, the following external parties were consulted:

¢ Independent members of Audit Committee

POLICY IMPLICATIONS

Audit Committee Terms of Reference

BUDGET AND RESOURCE IMPLICATIONS

Costs associated with the operation and administrative support required by the Audit Committee
have been included in Council’s relevant adopted operating budget.

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS

Medium risk that the annual work plan is not completed within the stated timeframes.

Non-compliance with TOR if annual review and self-assessment not undertaken and/or not
reported to Council.

Local Government Act 1999 - Chapter 8

Local Government (Financial Management) Regulations 2011 — Part 5

ATTACHMENTS

1.  Annual Audit Committee Report 1st January until 31st December 2017
2. Audit Committee Self-Assessment Analysis
3. 2018 Draft Audit Committee Work Plan
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YORKE PENINSULA COUNCIL AUDIT COMMITTEE
ANNUAL REPORT FOR THE PERIOD 1 JANUARY 2017 TO 31 DECEMBER 2017

This report presents a summary of the Committee's activities undertaken and
recommendations made during the period 1 January 2017 to 31 December 2017.

Conduct of Meetings

The Committee met on five (5) occasions during the year with summaries as below. It
should be noted that the summaries below have been made under the assumption that all
members will attend the December Meeting.

Date No of Members Attending
8" March 2017 5
7" June 2017 4
13" September 2017 4
25" October 2017 4
13" December 2016 5(TBC)

Committee Member | No of Meetings Attended

Peter Brass 5
Robert Reimann 5
Cr Scott Hoyle 5
Cr John Rich 4
Cr Tania Stock 2

Committee Activities

The table sets out the principal matters addressed by the Committee during the year.

Principal Issues Comment(s) Recommendation(s) to
Examined Council
Internal Audit Review audits undertaken and | Received and noted

recommendations actioned

Internal Control Review updates to internal controls | Contents noted
and recommendations actioned

Item 8.4- Attachment 1 Page 39



AUDIT COMMITTEE MEETING AGENDA

13 DECEMBER 2017

External Audit

Review interim and balance date
audits, opinions and reports

Received and endorsement of
management response to
Audit letter

Plan

Long Term Financial

Review updated LTFP

Endorsement  for adoption
along with comments referred
to Council

Budget Reviews

Quarters 1,2 and 3

Contents noted

EDRMS implantation

Review
timelines

implementation plan and

Received and noted

Annual Work Plan

Prepare and review progress

Adoption of 2017 work plan

Risk Management

Review and update on various matters,
audits and progress on recommended
actions

Received and noted.
Comments referred to Council
and CMT.

Asset Management

Review and update on various matters
including asset revaluations and asset
management plans

Received and noted.
Comments referred to Council
and CMT.

Draft
Infrastructure
management Plan

Stormwater
Asset

Reviewed the Stormwater
Infrastructure Asset Management Plan
put to council and endorsed for the

Received and noted

Management Plan

public consolation phase of the

process.
Annual Business Plan | Review draft ABP and Budget Adoption
Strategic Review and provide comments Adoption

Policy Review

Viewed and endorsed Multiple reviews
of financial policies

Received and noted and also
received and suggested for
council adoption depending on
timing of Meeting

External Auditors

Appointment of

Appointment of External Auditors for
the 2017/2018- 2021/2022 Audits

Received and endorsement of
recommendation

General
Financial Statements

Purpose

Review statements, notes and
management representation letter

» CEO & Mayor be
authorised to certify
accounts

» CEO & Presiding Member
sign the Certification of
Auditor Independence

» CEO & DCCS be
authorised to sign
Management
Representation lefter to
Auditors
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Committee Training

None of the members attended training relating to their roles on the Committee during the
reporting period.

Audit Committee Evaluation

The Committee undertook a self-assessment of its performance in relation to its Terms of
Reference. The opportunity to undertake this was offered to all Committee members in
October 2017. It took account of factors such as:-

Work plan;

Operating environment;

Stage of maturity of Committee;

Council's strategic directions;

Council’s risk and control environment; and
Current and emerging trends and factors.

Y VYV YVYV

The Committee’s comments and recommendations resulting from its evaluation are
summarised in Attachment (2).

Work Plan - 2018 (Proposed)

A proposed work plan for the period 1 January 2018 to 31 December 2018 is attached (refer
Attachment 3).

The proposed work plan schedules five (5) meetings of the Committee in 2018 in the
months of March, June, September, October and December. This will allow the Committee
to undertake the activities as listed in the attached work plan.

As has been current practice, the proposed work plan when endorsed, will continue to be
reviewed and updated at each Committee meeting.
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YORKE PENINSULA COUNCIL

PRINCIPAL OFFICE: P

8 Elizabeth Street, Maitland & o
Telephone (08) 8832 0000 & '{-2
ALL CORRESPONDENCE TO: > r
PO Box 57, MAITLAND, SA 5573
Fax (08)88532494
Email: admin{@yorke.sa.gov.au
‘Website: u'w‘.;'.)'ur kesa.gov.au Agriculirallyrich-Nakraly beoutiud
SF098
AUDIT COMMITTEE Responsible Officer DCCS
SELF_ASSESSMENT Issue Date: 18/07/2017
Next Review Date: 01/07/2018

Annual Self-Assessment of Committee Performance — Survey of Members

To assess the effectiveness of the Audit Committee, the following questionnaire may be useful
when completed by each member of the Committee. It is important to consider each point carefully
in determining strengths and areas in need of improvement.

Rate effectiveness 1to 5 (1 = Very Ineffective; 2 = Ineffective; 3 = Neither Effective or
Ineffective; 4 = Effective; 5 = Very Effective)

The Committee performance using the above rating scale can also be considered from 1 = Poor to
5 = Excellent.

Creating & Running an Effective Committee Yes / No Comments
Do you understand and agree with the functions of the Yes

Committee as detailed in its Terms of Reference? If

not, why?

Does the committee collectively have sufficient skills, Yes

experience, time and resources to undertake its
duties? If not, why?

Rate1-5

Does the committee work constructively as a team
and work well with others attending the meetings? If
not, how do you suggest this is addressed?

Does the relationship between committee members
strike the right balance between challenge and

. . 4.2
mutuality? If not, please provide comments.

Do the meeting arrangements enhance the ¢ Teleconference meeting
Committee’s effectiveness (e.g. frequency, timing, 4.1 be considered when
duration, venue and format) to allow sufficient time for : appropriate

the discussion of agenda items?

* Uncertainty around
meeting times & dates is
a concern, and was
reflected in my mark

Are the reports for each meeting sufficiently
comprehensive and yet understandable enough for 4.4
you to make informed decisions? ’
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Are the presentations an interesting and helpful way
of informing members about various issues?

o Minimal presentations
and could be more

4.2 ; :
informative
Are effective minutes prepared, distributed and
followed up? 4
How do you rate the overall efficiency and *Meetings contain a full
effectiveness of the Committee? Please provide 4 agenda and items are
reasons for your ranking completed and not
usually carried over
¢ Seems to be a good mix
of experience and
contribution
Do staff and members conduct themselves in
accordance with high standards of behaviour (e.g. 4.8
Code of Conduct and Corporate Values)? '
How do you rate the performance of the Presiding » Excellent conduct of
Member in preparing for and conducting the 4.375 meetings — Ensures
meetings? What are the reasons for your ranking? ) participation
* Capable Chair — Input
from other councils useful
How do you rate the performance of the other * Committee members are
members of the Committee in fulfilling their role on the 4 well prepared and
Committee? What are the reasons for your ranking? contribute to discussions
on agenda items
* A good complementary
group that work well
together
How do you rate your performance as a member of * Well prepared for
the Committee? What are the reasons for your 3.7 meetings and ensure
ranking? ) involvement of committee
members, management
and staff in discussing
agenda items
« Still coming to terms
with competencies of a
larger council
How do you rate the performance of the support staff o Committee is well
in facilitating the Committee’s role and function? What 45 supported to ensure
are the reasons for your ranking? ) meetings are effective
* Good reports, easily
understood
Overseeing Governance, Risk Management and Comments
Internal Control
Does the Committee assure itself that the Executive ¢ Risk Profile
take responsibility for risk identification and control, 43 presentations from

and give formal assurance through reporting that key
risks are being adequately managed?

management will
provide additional
assurance

Printed copies are considered uncontrolied.

Before using a printed copy, verify that it is the current version. Updated 18/07/2017
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Is the Committee satisfied that there is an effective
program in place to ensure that risk management
becomes an integral part of the way in which Council
conducts business?

s Program is progressing
and cultural integration

4.6 . .

will take some time

Are internal audit findings and recommendations

« Extensions to complete

responded to in a timely and appropriate manner? 4 actions are adequately
explained

Overseeing Financial Reporting and External Yes / No Comments

Audit

Does the Committee review the work of the external yes * Management letters

auditor?

reviewed and annual in-
camera meeting

* Review of Management
letter & meeting with
Auditor

Does the Committee review and discuss the external
auditor's management letter?

yes ¢ Follow up actions
regularly reported

Is the Committee effective in managing and yes  Independence
monitoring the relationship with the external auditor? declaration
General Comments

Do you have any suggestions for improving any
aspect of the Committee’s performance, role or
functions?

* Really pleased with some new aspects &
reporting styles that have been initiated
by staff.

« Job stability & job satisfaction with staff in
senior positions is an area of risk that has
been identified & is a difficult one to
bench mark.

« Relationships between senior staff and
Elected Members is an area that has
been identified as a critical focus by
external auditors.

Please return this questionnaire to the Executive Assistant to the Director Corporate and Community

Services via email admin@yorke.sa.gov.au or fax 08 8853 2494, so that responses may be collated

for the next Audit Committee Meeting.

Printed copiles are considered uncontrolled.
Before using a printed copy, verify that it is the current version. Updated 18/07/2017
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8.5 INTERNAL AUDIT PLAN 2018-2020
Document #: 17/85075

Department: Executive Services
PURPOSE

The Business Improvement Officer seeks an endorsement of the updated Internal Audit Plan for
2018 - 2020.

RECOMMENDATION
That The Audit Committee endorse the three year Internal Audit Plan for 2018 - 2020.

LINK TO STRATEGIC PLAN
Goal: 5 Responsible Governance
Strategy: 5.1 Openness and transparency of reporting Council’'s performance
5.3 Meet all legislative requirements and compliance with Council’s internal controls

5.8 Continuous improvement of Council processes

BACKGROUND

The objective of the Yorke Peninsula Council’s (“Council”) internal audit function is to enhance
business performance by ensuring compliance to policies and procedures and recommending
improvements in process effectiveness, efficiency and economy.

The three year Internal Audit Plan covering 2018 - 2020 sets out the proposed internal audit projects
to be undertaken by Council.
DISCUSSION

This Internal Audit Plan was updated to focus the limited internal audit resources to areas of most
importance and concern to Council Management for the 2018 calendar year.

The internal audit plan was updated using the following considerations:

= Discussions with the Chief Executive Officer and a number of Directors and relevant Managers
/ staff on key issues and concerns currently arising

= Internal audits, identified as a priority, that were not fully completed in the 2017 Internal Audit
Plan year will be rolled over

= Professional judgement of internal audit.

Project planned for 2019 and 2020 projects are also listed, but the Internal Audit Plan will be
continually reviewed and revised where necessary. Whilst projects listed in the Internal Audit Plan
will be undertaken, the Plan will retain a level of flexibility to reallocate resource and defer or replace
projects based on risk or control issues which may emerge.

COMMUNITY ENGAGEMENT PLAN
Not applicable

CONSULTATION PROCESS

In preparing this report, the following Council officers were consulted:
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Chief Executive Officer

Director Development Services

Director Corporate & Community Services
Manager Business & Public Relations
Corporate Services Officer

Risk Management Officer

Leader Systems & Technology

POLICY IMPLICATIONS
PO156 Internal Financial Control

BUDGET AND RESOURCE IMPLICATIONS
Not applicable

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS
Local Government Act (SA) 1999

ATTACHMENTS

1.

2018-2020 Internal Audit Plan
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Internal Audit Plan 2018 - 2020

Agricutturally righ-Naturally beautiful

1. OBJECTIVE

The objective of the Yorke Peninsula Council's (“Council”) internal audit function is to
enhance business performance by ensuring compliance to policies and procedures and
recommending improvements in process effectiveness, efficiency and economy.

The updated three year Internal Audit Plan covering 2018 — 2020 sets out the proposed
internal audit projects. This plan will be reviewed at the end of the 2018 calendar year.

2. METHODOLOGY

This Internal Audit Plan was updated to focus the limited internal audit resources to
areas of most importance and concern to Council Management for the 2018 calendar
year.

The internal audit plan was developed using the following considerations:

» Discussions with the Chief Executive Officer, Directors and other relevant staff on
key issues and concerns currently arising

= Discussions with other Local Government Internal Audit Officers in regards to
emerging risks and audit areas

* Professional judgement of internal audit.

3. REPORTING

The Business Improvement Officer(s) will report on the following to the Chief Executive
Officer and Audit Committee (on at least a quarterly basis):

= Ongoing status of the Internal Audit Plan

= Qutcomes / reports of individual engagements and any identified significant risk,
control, fraud or governance issues

= Status of implementation of agreed actions resulting from internal and external
audits, internal controls project and other external bodies.
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4, INTERNAL AUDIT PLAN

The following table presents the proposed audit projects, for the immediate calendar year with a
tentative scope and proposed timing. Planned 2018 & 2019 projects are also included, but will be
continually reviewed and revised where necessary.

Project timing remains flexible and may change depending on organisational priorities. In addition,
please note that whilst projects listed in the Plan will be undertaken, the Plan will retain a level of
flexibility to reallocate resource and defer or replace projects based on risk or control issues which

during the year. In addition, smaller type audit
will be considered here (e.g. purchase orders,
petty cash and follow up of caravan park audits).

may emerge.

. . Proposed % 2 §
Project Scope Overview Timing S g g
Cemeteries A review to assess the risks and controls August v

associated with Council's cemetery 2018
management. The specific objectives of the
audit will be confirmed at a later stage, but will
include:
¢ Compliance with the Burial and Cremations
Act 2013
e Compliance with  Council's internal
Cemetery Management Policy (PO132) and
procedures.
Financial Audit of the procedures and controls relating to  January v
Management — the fortnightly processing of the payroll. 2018
Payroll Consideration of the new ElementTime
application and the relating control environment
will be included.
Mobile Phones This review will assess the processes for July 2018 v
allocation of mobile phones, usage and ongoing
monitoring processes.
Work, Health & A review to assess performance against the October v v v
Safety Strategic Risk Management Plan, WHS 2018
program objectives and compliance with
policies, procedures and processes.
Specific scope will be developed in consultation
with the Risk Administrator at a later stage.
Community Grant  Audit of procedures related to grants paid by March 2018
Funding Council, including the assessment and
allocation of grants and follow up requirements.
This will consider compliance with Council's
Community Grants Scheme Policy (PO149).
Internal Financial Undertake verification of staff's self-assessment May 2018 v v v
Controls of internal financial controls.
Management Allowance for special projects, investigations Ongoing v v v
Requests and requests by Management that may arise

Item 8.5- Attachment 1

Page 51



AUDIT COMMITTEE MEETING AGENDA

13 DECEMBER 2017

) . Proposed % 2 g
Project Scope Overview Timing 2 g 3
Business This project will focus on the arrangements and TBA v
Continuity and IT adequacy of business continuity and IT disaster
Disaster Recovery recovery for YPC. The review will include IT

infrastructure, data centres, and associated

policies which support YPC's disaster recovery

and business continuity. Please note some

specialist work may be required in undertaking

this audit.
Financial A review of key accounts payable controls TBA v
Management - including approval and disbursement process,
Accounts Payable  maintenance of supplier master file and general

ledger reconciliations.
IT Penetration and A further review of the controls deployed TBA v
Vulnerability relating to the integrity, confidentiality and

availability of information passing over the IT

network and communications environment to

provide assurance that the controls are effective

and appropriate. Please note this internal audit

will be required to be performed by a specialist.
Contractor To assess the Council's overall management TBA v
Management framework in place to manage contractors. It will

include consideration of processes in place to

manage compliance with contract obligations,

supplier performance, relationship

management, reporting and risks.
Town Hall and Review of the processes associated with hiring TBA v
Council Asset Hire  of hall and other assets to the community.

Including financial, WHS, risk management and

insurance controls.
Corporate The objective of the review will be to assess the TBA v
Governance adequacy of Council's governance mechanisms

(policies, structures, processes and
information) to provide strategic direction and

oversight of activities in support of the

department. Specifically:

e Attitude and culture of Corporate
Management in regards to Corporate

Governance (Tone at the Top)
e Strategic Planning and Budgeting

e [nternal Controls, Internal Audit and Risk
Management

e Formally established Council and
Management committees
s Performance Monitoring and Reporting

e Legislative Compliance
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. . Proposed &£ 2 §

Project Scope Overview Timing 2 g g

3 Borrowing & A review of financial borrowing and investment TBA v
Investments controls including a review of the processes
regarding the decisions to borrow taking into
consideration the impacts on the financial

sustainability of Council.
4 Financial A review of key accounts receivable controls TBA v

Management —
Accounts
Receivable

including receipting, banking, debtor follow up
process and general ledger reconciliations.
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8.6 SECURITY ASSESMENT AUDIT REPORT - CQR CONSULTING
Document #: 17/87809

Department: Executive Services

PURPOSE

To present the Audit Committee with an IT Security Assessment Audit Report performed by external
provider, CQR.

RECOMMENDATION
That the report be received.

LINK TO STRATEGIC PLAN
Goal: 5 Responsible Governance
Strategy: 5.1 Openness and transparency of reporting Council’'s performance
5.3 Meet all legislative requirements and compliance with Council’s internal controls

5.7 Improved mobility, accessibility, efficiency of staff via Information Technology
solutions

5.8 Continuous improvement of Council processes

BACKGROUND

CQR (an external IT Security Consultant) was engaged by Council to perform an IT security
assessment of Council’s internet perimeter and web applications. The review was conducted in July
2017. The final report is presented to the Audit Committee for consideration.

DISCUSSION

The security assessment identified 11 vulnerabilities in total. Of the 11 vulnerabilities:
e Four were rated as moderate risks
e Three rated as low risk and;
e Four were shown as informational findings.

There were no items requiring immediate action by Council. The four moderately rated vulnerabilities
were related to the internet perimeter and the web application security, mainly in session
management and input validation. The technical details of the findings are provided in the full report.

All vulnerabilities and findings have been reviewed by the Leader Systems and Technology and also
an external Network expert. All findings are currently being addressed.

It should be noted that the report commended Councils internet systems security and no system
compromises were achieved by CQR during the project.

COMMUNITY ENGAGEMENT PLAN
Not applicable

CONSULTATION PROCESS
In preparing this report the following Yorke Peninsula Council officers were consulted:

e Leader Systems and Technology

Iltem 8.6 Page 54



AUDIT COMMITTEE MEETING AGENDA 13 DECEMBER 2017

In preparing this report, the following External Parties were consulted:

e IT Security consultants, CQR

POLICY IMPLICATIONS
PO153 Information Systems Access Control Policy
PO156 Internal Financial Control

BUDGET AND RESOURCE IMPLICATIONS
Not applicable

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS
Local Government Act (SA) 1999

ATTACHMENTS
1. CQR - External Network Security Assessment - 2017
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Q

Security Assessment

Yorke Peninsula Council

Agriculturally rich~Naturally beautiful

PREPARED BY CHRIS MONTAUTI 13 JULY 2017 VERSION 1.0 RELEASE

CONFIDENTIAL
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Document Control

Author

Issue Date

Review Date
Version

Location

Description

Security Classification

Date Version
13-ul-2017 1.0 Release
CONFIDENTIAL

Chris Montauti
13-lul-2017
13-ul-2017

1.0 Release
Adelaide

Security Assessment
Confidential

Description of Modification

Initial release to client

Modified By

CM
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Yorke Peninsula Council Security Assessment

Executive Summary

Introduction

CQR was engaged by Yorke Peninsula Council to perform a security assessment of the internet perimeter
and web applications. This review was conducted during July 2017 and this report presents the findings of
the review and recommended actions to address areas of residual risk,

The review was designed to provide Yorke Peninsula Council with a level of assurance that the controls
deployed relating to the confidentiality, integrity and availability of information passing over the external
network and web applications are effective and appropriate.

Objectives and Scope

The objective of the review was to validate the effectiveness of the security controls currently implemented
This was achieved by performing a technical assessment of the external internet range hosted and
maintained by the Council and a web application penetration test of the eCouncil portal

CQR and the Council were unable to receive permission from the hosting company Web24 to test the
www yorke sa.gov.au site which was originally in scope. For this reason, the site was removed from scope
and not tested during this engagement

Summary

QOur assessment has identified the nature and extent of potential or existing exposures that may
compromise the information managed in Yorke Peninsula Council's production environment To assist
Yorke Peninsula Council to further improve the security of its environment we have provided
recommendations on appropriate corrective actions to address each of the security vulnerabilities identified.

A vulnerability is a flaw or weakness in a system's design, implementation or operation which has the
potential to allow a threat to occur with greater frequency, greater impact, or both. This includes software
bugs, insecure configuration and inadequate management processes.

A total of 11 vulnerabilities were highlighted  This was mainly in the security of the web application and the
deployment of weak security protocols. The risks range in significance from moderate to low risk with
three informational findings

The following diagram highlights the relative distribution of vulnerabilities raised in this report

Yorke Peninsula Council vulnerabilities

Modarate, 4 Information, 4

VERSION 1.0 RELEASE CONFIDENTIAL PAGE 1
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Yorke Peninsula Council Security Assessment

Key Findings and Recommendations

The overall security posture of the internet systems hosted by the Council are that of a good nature and no
system compromises were achieved during the period of the engagement.

The publicly available services being exposed on the internet perimeter are adequate and contain no
significant security risks. The area of concern noted for the systems in this environment is the deployment
of weak encryption settings for a variety of services, such as web and voice. These services utilise SSL
encryption for data security but are configured to support protocols and configurations which are
considered insecure. It is recommended to replace the current certificates for all identified and publicly
available services with officially signed certificates from a third-party trusted Certificate Authority (CA) and
that the systems be configured to only support currently recommended encryption protocols and cipher
suites.

The eCouncil portal web site which is a deployment of the Civica system highlighted several areas of
concern. The web application is susceptible to a number of issues, in particular in relation to user sessions
The application is susceptible to a cross site scripting (XSS) attack which would assist a malicious user in
gaining user session cookies. In addition to this, the security of the session cookies are poorly implemented
with no security protection offered. Lastly, user sessions are not correctly terminated once a user closes
the browser along with no new cookie being issued to the user once authenticated. This highlights a weak
session management schema being operated by the application and places the users at risk.

The remainder of the vulnerabilities discovered with eCouncil are either rated as Low or Informational risk
and relate to weaknesses in the application and web server configuration, such as leaking software details in
error responses and not configuring secure HTTP headers.

The vulnerabilities discovered should be discussed with the software vendor with an aim of fixing the
highlighted security concerns in the next deployed release of the software

The exposures reported in this document form a moderate risk to Yorke Peninsula Council. We

recommend that the risk management technigue to be used is to Correct the exposures causing the risks
(refer to Section 7.2 — Risk Management).
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Summary
An explanation of the risk ratings is found in Appendix B - Risk Categories.

Based on the areas examined and the scope of this review, the overall risk has been benchmarked as
Moderate, requiring vendor attention.

Internet Perimeter
Refer to section 3.3 for details.

Overall Rating Comments Risk Count
The overall internet presence of the systems Extreme 0
hosted by the Council are of a secure nature. The  High 0

only area of concern is the deployment of weak
SSL protocols and ciphers which are considered a
security nsk to the users of those services Information 1

Web Application

Refer to section 4.3 for details.

Overall Rating Comments Risk Count
The application tested is prone to a number of Extreme 0
security issues, mainly in session management and High 0

input validation. Cookies are not securely
configured which increases the overall risk of user's
having their sessions compromised. Information 3
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Internet Perimeter

The methodology used for examining the network security 1s based on the common methodology of
Discovery, Enumeration, Vulnerability Mapping and Exploitation

The methodology is designed to not only identify any vulnerabilities in the SANS Top 20 vulnerabilities, but
also ensure that the security of the systems is assured

The methodology performs tests and examinations using a range of automated and manual processes The
results of these tests are then analysed and investigated to identify the extent of the security vulnerabilities
and how the vulnerabilities can be mitigated.

Host Information
Testing was conducted against the following hosts.

Scan Started Scan Completed Source IP Address
23/06/2017 23/06/2017 180148 84.75
180148 84.67

Target Owner From IP Address To IP Address
Internode 15010110169 15010110174
Findings
The following services were detected.

IP Address Hostname TCP Ports UDP Ports ICMP

150.101.10168 80, 443, 4224

150.101.10.169 - 1032, 1033 - -
1034, 1038
8032, 8033
8034, 8038

150.101.10170 mail yorke.sa gov.au 25, 443 4222 B -

gw.yorkesagov.au 4223

intranet yorke sa gov.au
sts.yorke sa gov.au

15010110171 - 443 - -
15010110172 maps.yorke sa.govau 80, 443 - -
150.101.10173 vpn.yorke sa.gov.au 443, 1720, B -
ypcucexe01 yorke sagov.au 5060, 5061
5222, 8443

15010110174 mail yorke sa gov.au - - -

The following domains were discovered.
DNS Domain Registrant DNS Name Servers

yorke sa.gov au Digital Transformation Agency nst1onnet (203.16213.172)
admin@yorke sa.govau
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Security Assessment

The following table provides a high level summary of the tests conducted and the results observed

Test

|dentify dangerous,
extraneous or unused
network services

|dentify unrestricted
management services.

Identify services that leak
information

Identify insecure remote
access

Identify services with
weak security settings

Enumerate usernames for
authenticated services.

Identify insecure DNS
configurations.

Compare identified
services and applications
against a database of
known vulnerabilities.

Attempt exploitation
techniques against
potentially vulnerable
network services
identified in previous
phases of the test

VERSION 1.0 RELEASE

Result
OK

OK

INTERNET-2

OK

INTERNET-1

OK

OK

OK

n/a

Observations

Network scanning revealed no dangerous services which
may cause a direct security concern to the internet
services hosted on the internet perimeter

A number of services were identified which would not
respond to standard connection requests, which could
indicate some level of access filtering is in place. No
vulnerabilities were identified.

No unrestricted management interfaces were identified.

The default IIS server installation page is publicly available
on one server, revealing the version of the underlying web
software

A SSH service was discovered and was subjected to a
brute force attack. No access was gained during the time
period indicating that authentication secunty is of an
adequate standard to protect from casual attackers

The web services offered by numerous servers support
the vulnerable SSLv3 protocol along with weak ciphers

No services discovered allowed for username
enumeration

No DNS services were identified as being hosted on the
internet perimeter. Checks of the public DNS records for
associated Yorke domains were found to be configured
appropriately with no risks being found

Of the services which could be identified via fingerprinting
methods, none had publically known vulnerabilities
associated with them.

No publically active exploits discovered for any of the
exposed services hosted on the internet perimeter.
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Exposures

Reference:
Vulnerability:

Exposures:
Risk
Security domains:

Technical details

Mitigating controls:

Recommendation:

Remediation complexity:

Implementation issues:

Corrective action taken

VERSION 1.0 RELEASE

Security Assessment

INTERNET-1

SSL protocol weaknesses.

Refer to Appendix A — SSL Issues

Confidentiality, Integrity.

The ability to encrypt data between a client and the serving servers ensures
the data is protected in transit This also provides assurance to the
connecting body that the data is protected and all information is kept
confidential. Several issues were discovered which place this level of
assurance at risk, and may in some circumstances lead to data being
compromised by Man-in-the-middle (MiTM) attacks and the publicised
POODLE and SWEET32 attacks

The issues identified are
Certificates signed using a weak algorithm (SHA1);
Self-signed certificates on external services,
Expired certificates;
SSL v2 & v3;
RC4 cipher suites.

The use of weak protocols and ciphers increases the risk of MiTM attackers
being able to decrypt sensitive data. The use of certificates which cause
validation errors trains users to accept browser warnings, reducing
protection against server impersonation attacks and encourages other risky
behaviour.

MNone.

The certificate issues can be remediated if the certificates on the hosts are
replaced with a trusted certificate from a certificate authority provider.

The use of the stronger TLS v1.2 protocol and strong cipher suites should
also be used for encryption. Industry guidance on recommended protocols
and ciphers is available at

https //github.com/ssllabs/research/wiki/SSL-and-TLS-

Deployment-Best-Practices

https //wiki mozilla org/Security/Server_Side_TLS

Considerable

MNone.
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Reference: INTERNET-2
Vulnerability: Information disclosure through default installation page.
Exposures: 150.101.10172
Risk: Informational
Security domains; Confidentiality
Technical details The web server returns the installation default web page. This is usually the

case when the site has been installed but no content added. The contents
of the default web page allow the server to be fingerprinted.

http://150.101.10.172

Internet Information S

Mitigating controls: Currently there is one low secunty concern with 1IS 8.5 but requires set
conditions for the exploit.

Recommendation If the site is not in use, disable the service If the site is in use, but the URL is
not public, change the default page to be a blank page or a redirector back
to a valid web site

Remediation complexity: Routine.

Implementation issues: MNone.

Corrective action taken
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Web Application

The methodology used to review the eCouncil application is
scan the server with an automated vulnerability scanner,
use a tool to spider the website, constructing an offline copy,
identify potential vulnerabilities through tools and manual checks;
attempt exploitation of the vulnerabilities

The results of the review are then analysed and investigated to identify the extent of the security
vulnerabilities and how the vulnerabilities can be mitigated.

Security Assessment

Web Application Information
The following web site was reviewed

IP Address Port
150.101.10.171 443

Findings

Information Gathering

Hostname
ecouncil yorke sagovau

Description
Payment Portal

The first phase of an application security assessment is to gather as much information about the target as

possible.

Useful information may be found in public information resources (such as search engines, DNS and Whois
databases). The environment may be fingerprinted using network analysis tools, or the application may be
found to leak technical information when responding to certain requests (for example in detailed error

messages or debugging information).

Test Result Observations

Spiders, robots and crawlers OK The main site contains a valid robots file which is
configured to disallow spidering and crawling from search
engines.

Search engine oK The site Is available via search engines and is accessible via

discovery/reconnaissance the public. No sensitive information was identified which
would cause a risk.

|dentify application entry QK A single public login page is identified as the only

points application entry point for the application. There are no
authentication or authorisation issues which expose the
application to risk.

Testing web application WEB-7 The version of the underlying web server is revealed in

fingerprint the HTTP response headers.

Application discovery oK The application login page reveals the software name of
Civica Pty Ltd.

Analysis of error codes WEB-5 Error codes received during testing highlighted that

WEB-7 application is written in java and is utilising an I1BM

VERSION 1.0 RELEASE
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Configuration Management

Analysis of the infrastructure and topology architecture can reveal information about a web application and
its operation. Information such as source code, HTTP methods permitted, administrative functionality,
authentication methods and infrastructural configurations can be obtained.

Test
SSL/TLS testing

Database listener testing

Application and infrastructure
configuration management
testing

Testing for file extensions
handling

Old, backup and
unreferenced files

Testing for HTTP methods
and XST

Testing for Ul redressing
(clickjacking)

VERSION 1.0 RELEASE

Result
WEB-3

WEB-5

WEB-8

OK

OK

OK

OK

WEB-9

WEB-5

Security Assessment

Observations
The server is configured to use SSL protocols and ciphers
with known weaknesses.

The server is not configured to use Strict Transport
Security (HSTS)

A wildcard SSL certificate is being used which has the
potential to expose the server to impersonation attacks.

Network level scanning of the hosting server showed no
database listener or unrequired ports being exposed to
the internet

The application does not reveal or expose any
infrastructure or management configuration areas which
could be targeted. The host was scanned with network
mapping tools and only appropriate underlying web
services are exposed There are no management or
configuration areas identified or vulnerabilities which pose
a risk

There are no file upload functions identified within the
application. Fuzzing of file extensions did not result in any
unexpected or risky behaviour

There were no old, backup or unreferenced files identified
for the application

The site is allowing for the TRACE and HEAD option,
however these options do not cause an immediate threat
and should be disabled on the next security deployment

The application is prone to the clickjacking attack, as no
X-Frame-Options is included within the HTTP header
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Session Management Testing

HTTP is a stateless protocol, meaning that web servers respond to client requests without linking them to
each other. Session Management is the way in which an application maintains state and thereby controls
user interaction with the site, often through the use of cookies, headers, nonces and other dynamic

variables.

Security Assessment

In this phase of the assessment, we examine the application’s method for establishing, maintaining and
expiring the sessions of anonymous and authenticated users

Test
Testing for session
management schema

Testing for cookie attributes

Testing for session fixation

Testing for CSRF

Authentication Testing

Result
WEB-4

WEB-2

WEB-2
WEB-4

OK

Observations

The cookie is not destroyed by the server once the
browser is closed without using the logout option
Additionally, idle sessions do not timeout after a set
period of time. A session is still active after sixty minutes.

A number of cookies were captured to test the
randomization and strength of the cookie. Tests showed
that no pattern was present and cookie forgery would not
be possible.

Cookies are missing essential security settings such as
HttpOnly and Secure

Session cookies do not renew upon logging in. This,
combined with protective measures missing from the
session cookies and XSS vulnerabilities is allowing for
session fixation attacks against users

Manual and automated testing discovered no instances of
cross site request forgery

Authentication within the context of a web application or web service can be implemented in a variety of
ways. The aim of this section of the assessment is to identify any authentication methods in use and to
determine if the method is susceptible to account enumeration, dictionary, and brute force attacks. The
security of user credentials in transit and storage Is also assessed.

Test

Credentials transport over an
encrypted channel

Testing for guessable
(dictionary) user account

Brute force testing

Testing for bypassing
authentication schema

VERSION 1.0 RELEASE

Result
OK

OK

OK

OK

Observations
All users authentication credentials and application data Is
encrypted.

Attempts to guess user accounts and password result in
no compromise. Over 10,000 variations were attempted
with no success.

Attempts to brute force the testing account resulted in
account lockout after seven attempts.

In was not possible to access any area of the site without
being authenticated. Attempts to access cached pages
failed and required authentication.
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Test Result
Testing for vulnerable OK
remember password and

reset

Testing for logout and OK

browser cache management

Testing for CAPTCHA N/A

Testing for multiple factor N/A
authentication

Session Authorisation Testing

Security Assessment

Observations

The option to reset a user password provides a generic
message which removes the threat of account
enumeration. A reminder question is required to be
entered by the user to verify the username

The logout function correctly terminates the user session
and any further access requires authentication. The
appropriated cache control is applied in the HTTP header.

CAPTCHA verification has not been implemented for the
site

Multi factor authentication has not been deployed for the
site.

Authorisation is the concept of controlling access to resources by previously authenticated users

In this phase of the assessment, we aim to understand how the authorisation process works, and using that
information to circumvent the authorisation mechanism. Authorisation is a process that comes after a
successful authentication, so the tester will verify this point after he holds valid credentials associated with a
well-defined set of roles and privileges. During this kind of assessment, it should be verified if it is possible
to bypass the authorisation schema, find a path traversal vulnerability, or find ways to escalate the privileges

assigned to the tester

Test Result
Testing for path traversal OK
Testing for bypassing OK

authorisation schema

Testing for privilege OK
escalation

VERSION 1.0 RELEASE

Observations
Attempts manually and via automation resulted in no
discovery of path traversal.

It was not possible for an anonymous user to access any
application data without first being authenticated. Test
user accounts with varying permissions were also used in
order to test authorisation between accounts, and this
was iImplemented appropriately.

Attempts to escalate from a standard user to a more

privileged account failled. Generic application error
messages were returned
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Business Logic Testing

Application logic can have security flaws that may allow a user to do something that is not intended or
allowed by the business.

This area of security testing i1s intentionally vague as it pertains to the unique business requirements and
functionality of each application. To identify flaws in application logic the tester must be familiar with the
general usage, functionality and flow of the application

An example of a logic flaw is where the application expects a user to perform a certain set of actions in a
sequence; however, an attacker may discover that he can perform these actions out of sequence (or omit a
step), breaking the logical flow of the application.

Test Result Observations

Testing business logic OK Business logic testing focuses on interacting with the
application with typical use cases and attempting to break
out of the indented application flow in ways which could
cause unexpected behaviour or vulnerabilities The
application is structured appropriately to facilitate the core
functions and no business logic vulnerabilities were
identified.

Data Validation and Client Side Testing

The majority of web application vulnerabilities are the result of not properly validating user-supplied data
and user-controlled inputs. Poor input validation is the root cause of a wide range of vulnerabilities
including SQL injection, cross-site scripting, traversal attacks and buffer overflows

Modern complex applications have a large number of entry points and a very large “attack surface”, which
makes it difficult for developers to catch and validate every unique form of user-supplied input.

This phase of the assessment forms the core of the web application penetration test to identify application
forms and inputs, and to exhaustively test each input for as many input validation issues as possible within
the timeframe allocated for the assessment.

Test Result Observations

Testing for cross site scripting  WEB-1 The application is susceptible to XSS and allows for client-

(X58) side commands to be run

Testing for SQL injection OK Attempts to perform SQLI both manually and via
automation failed  User input is correctly being validated.

Testing for other data OK Attempts to input invalid characters for fields resulted in

validation appropriate error responses.
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Exposures
Reference: 'WEB-1
Vulnerability: Cross-site scripting (reflected).
Exposures: https.//ecouncil yorke sa.gov.au/eservice
Risk
Security domains: Confidentiality, Integrity.
Technical details Cross-site scripting (also known as XSS) occurs when a web application

copies malicious data from a user into an application response in an unsafe
manner Reflected cross-site scripting occurs when the data from a URL or
form parameter is used in the response to that request. Stored cross-site
scripting occurs when data from a database or other persistent data store is
used to generate an application response

A successful attack allows an attacker to cause JavaScript code supplied by
the attacker to be executed within the context of a user's browser. The
malicious code can perform a variety of actions, such as stealing the victim's
session cookie or logon credentials, performing arbitrary actions on the
victim's behalf logging their keystrokes and delivering malware.

Mitigating controls: MNone.

Recommendation Ensure that all content derived from user input or databases is appropriately
escaped before sending it to the browser. Escaping requirements vary with
data context, but are described in detail at the following reference
https.//www owasp.org/index php/XSS (Cross Site Scripting) Prevention
Cheat Sheet

Remediation complexity. ~ Considerable
Implementation issues: MNone.

Corrective action taken:
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Reference:
Vulnerability:

Exposures:
Risk:
Security domains;

Technical details

Mitigating controls:

Recommendation:

Remediation complexity:

Implementation issues:

Corrective action taken

VERSION 1.0 RELEASE

Security Assessment

WEB-2
Cookie security attnbutes are not set

https://ecouncil yorke sa.gov.au/eservice

Confidentiality, Integrity.
Session cookies were detected without the HttpOnly and Secure flags set

HttpOnly is an optional flag that can be included in the Set-Cookie HTTP
response header. Using the HttpOnly flag when generating a session cookie
helps mitigate the risk of client-side scripts accessing the session cookie
when a compliant web browser is used VWhen a client-side script attempts
to read a session cookie the web browser will return an empty string
instead of the session cookie. This helps prevent malicious code such as
Cross Site Scripting (XSS) from reading session information and forwarding
it to an attacker. Both attributes are not set for the cookies presented by
the application.

JSESSIONID_live=0000KhkWE31EKL7jh_XTu -1, Path=/

All communication between the server and client browser is encrypted,
mitigating vulnerabilities related to not setting the Secure attribute.
However, this does not address exposures related to not setting the
“HttpOnly" attribute.

Configure the application to set the Secure and HttpOnly attributes on all
cookies.

Further information can be located here:
http.//blog modsecurity org/2008/12/fixing-both-missing-httponly-and-secure-

cookie-flags html

Routine.

Some applications may require that cookies be accessible to lavaScript
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Reference:
Vulnerability:

Exposures:
Risk:
Security domains;

Technical details

Mitigating controls:

Recommendation

Remediation complexity
Implementation issues:

Corrective action taken:

VERSION 1.0 RELEASE

Security Assessment

WEB-3
S5L protocol weaknesses.

https://ecouncil yorke sa.gov.au/eservice

Confidentiality, Integrity.

The ability to encrypt data between a client and the serving servers ensures
the data is protected in transit. This also provides assurance to the
connecting body that the data is protected and all information is kept
confidential. Several issues were discovered which place this level of
assurance at risk, and may in some circumstances lead to a data being
compromised by Man-in-the-middle attacks and the much-publicised
POODLE and SWEET32 attacks.

The issues discovered are:
Certificates signed using a weak algorithm (SHAT1);
SSL v2 & v3;
RC4 cipher suites.

The use of weak protocols and ciphers increases the risk of MiTM attackers
to decipher secure data. The use of certificates which cause validation
errors trains users to accept browser warnings, reducing protection against
server impersonation attacks

MNone.

The certificate issues can be remediated if the certificates on the hosts are
replaced with a trusted certificate from a certificate authority provider.

The use of the stronger TLS v1.2 and strong cipher suites should also be
used for encryption. Industry guidance on recommended protocols and
ciphers is available at

https //github.com/ssllabs/research/wiki/SSL-and-TLS-

Deployment-Best-Practices

hitps //wiki mozilla org/Secunty/Server Side TLS

Considerable

None.
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Reference: WEB-4
Vulnerability: Session management vulnerabilities.
Exposures: https://ecouncil yorke sa.gov.au/eservice
Risk:
Security domains; Confidentiality, Integrity.
Technical details User sessions are not terminated by closing the browser tab or the browser

(instead of logging out). Unauthorised access to an account is possible by
simply reopening the browser and entering the URL (or restoring last
known pages)

In addition, idle session timeouts are not being correctly implemented.
During testing, our test user account was still logged in after a 60+ minutes
of inactivity. The longer a session stays unnecessarily active for increases the
exposure of that session being used by an attacker.

The application is also vulnerable to session fixation attacks. As a session
cookie is provided to an unauthenticated user on the login page, it does not
change when the user authenticates. By not generating a new session
cookie for authenticated events presents a risk of an attacker being able to
plant a cookie on the victim's browser and that cookie is used once the user
authenticates, granting the attacker access to the victim's account.

The overall risk of these session management issues is increased due to the
application being susceptible to XSS (WEB-1) and the lack of cookie
security (WEB-2).

Mitigating controls None

Recommendation Re-architect the application session management schema so that the cookie
is invalidated at the end of each session, including closing the browser and
browser tab, and ensuring a reasonable timeout period is defined to
terminate the session (e.g. 15 minutes of idle time).

Refer to the following OWASP guidelines for implementing secure session
management
https //www owasp org/index php/Session_Management Cheat Sheet

Remediation complexity Considerable
Implementation issues: None.

Caorrective action taken
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Reference:
Vulnerability:

Exposures:
Risk:
Security domains;

Technical details

Mitigating controls:

Recommendation

Remediation complexity

VERSION 1.0 RELEASE

Security Assessment

WEB-5
HTTP protection headers have not been implemented

https://ecouncil yorke sa.gov.au/eservice

Confidentiality, Integrity.

The web server is missing HTTP headers which assist in hardening the
overall security posture of the associated web applications

The headers which have not been configured are

X-X55-Protection:
Modern browsers come with XS5 filters enabled by default,
however, it is possible to disable these. This header instructs the
browser to enforce the filter on all sites with this header
configured. This helps protect end users from XSS attacks which
may exist within the application.

Strict-Transport-Security
This header should be configured for all sites where an HTTPS
alternative is available. By configuring this header, the browser
will redirect all communications to the alternate HTTPS URL for
the duration configured. This prevents downgrade attacks where
the client may be forced to access the site over HTTP, thus
divulging sensitive information to a listening attacker.

X-Frame-Options
This header instructs the browser to allow or disallow the loading
of iframes within the application from trusted or untrusted
sources. If not configured, it is possible for an attacker to load a
malicious frame within the context of the application which leads
to clickjacking attacks where a user inadvertently interacts with
the attacker's page and can cause theft of credentials to malware
infection.

None.
Configure the following HTTP headers on both servers:

X-XSS-Protection: 1, mode=block
This enables the built-in XSS browser filter and prevents the
rendering of the page if an XSS attack is detected.

Strict-Transport-Security: max-age=31536000 ; includeSubDomains
This option ensures that the browser remembers that the web
page is only accessible over HTTPS and includes all associated
subdomains. MNote that this will also affect internal applications
under the affected domain, and is difficult to roll back prior to the
expiry of the header

X-Frame-Options Deny
This prevents framing altogether  As framing was not identified
within the application, this is the most secure option

Routine
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Reference: 'WEB-5
Implementation issues: Implementing HSTS affects all resources on a site. Any embedded
components such as images, advertising and analytics providers should all
support HTTPS before HSTS is considered

If the includeSubDomains option 15 set, internal sites and services published
under the same domain name will also be required to correctly implement
HTTPS

Once a user's browser has seen an HSTS header, the user will not be able
to fall back to HTTP until the header expires HSTS should not be enabled
publicly until ongoing HTTPS-only support is ensured. A graduated
implementation, commencing with a small max-age value and increasing the
value over time, can reduce the risk from implementation errors.

Older browsers may not support these HTTP headers in which case they
will be ignored.

Corrective action taken
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Reference: WEB-6

Vulnerability: Error messages overly verbose

Exposures: https://ecouncil yorke sa.gov.au/eservice

Risk:

Security domains; Confidentiality

Technical details The application produced error messages with overly excessive application

information. Researching the messages showed the system is running IBM
WebSphere server. Although the information displayed did not reveal
sensitive information.

Problem Encountered

2q{1w at com.ibm. ws. webcontainer extensicn DefaultExtensionProcessor, handleRegquest

(DefaulExtensionProcessor java:601) at com.ibm ws webcontainer webapp WebApp handlefequest{WebApp java-3994) at
muws. webcontainer webapp. WebGroup handleRequest{WebGroup. java-276) at

caem ibm w wek WebCortainer hand tainer java 945) at

com ibm ws webcontainer channel WCChannelLink ready(WCChannelLink java:191) at
com.ibm. wa http channel inbound impl HttpinboundLink_handleDiscrimination(HttpinboundLink java 454) at

com ibm.ws. hitp.channel inbound impl HtipinboundLink handieNewRequestHitpinboundLink java-516) at
com.ibm.ws.http.channel inbound.impl. HitpinboundLink processRequest(HitpinboundlLink java:307) at
com.ibm.ws.hitp.channel inbound. impl HitpiCLReadCallback complete{HNpICLReadCallback jrvactd) st

o ibm wa 1ep channel impl AloResdComph wner futureComp . Istener javac175) at

com ibn async AbstractAsyncF uture invokeCal

k{AbstractAsyncFutune java:217) at

com ibm o asyne AsyncChannelFuture. fireCompletionActions{AsyncChannelF uture javac181) at

com ibm. ko.async AsyncF uture completed{AsyncFuture java:138) at com ibm o ssync ResultHandler complete
(ResultHiandior java:204) at com.ibm.io. async ResultHandler runEventProcessinglocp{ResultHandber java-775) at
com ibm.io.async. ResultHandler§2 run(ResultHandler java:905) at com.ibm.ws.utd. ThreadPool$Worker run
(ThreadPool java:1662) =

Problem Details

A problem has cccurred while processing your request. Please try this again at o later time

Retum: To Home Page

Error pages were also identified which include the underlying web server
type and version as shown below
Apache/2.2.15 (Red Hat)

Mitigating controls None

Recommendation The application should be configured to display a generic error responses
which do not include application or server information. Ideally, customer
error pages be implemented for all error responses. It is advisable that the
Council contact Civica for a resolution on this finding

Remediation complexity.  Routine,

Implementation issues: MNone.

Corrective action taken:
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Reference:
Vulnerability:

Exposures:
Risk:
Security domains;

Technical details

Mitigating controls:

Recommendation

Remediation complexity:

Implementation issues

Corrective action taken

VERSION 1.0 RELEASE

Security Assessment

WEB-7
Information leakage.

https://ecouncil yorke sa.gov.au/eservice
Informational
Confidentiality

The version of Apache server is being revealed in the HTTP response
header. This allows for information gathering on the support infrastructure
for the web site.

HTTE/L.1 404 Not Found
Date: Wed, 05 Jul 2017 00:42:12 GMT
Server: Apache/2.2.15 (Red Hat)

SWSED:

Connection: close

Content-Type: text/html;charset=IS0-8858-1
= ent-Language: E]

This version of Apache is reported to contain known vulnerabilities with the
most critical relating to a Denial of Service (DoS). A tool to check the
existence of this vulnerability was used and it was found the ecouncil
application is not vulnerable.

Additional vulnerabilities discovered for the version of Apache require a
number of specific configurations to be met.

Ensure the latest software patches are deployed to the hosting server to
ensure the server is adequately protected

Remove the Apache version from the HTTP response to minimise
information leakage. Details on how to achieve this is below
http://ask xmodulo com/turn-off-server-signature-apache-web-server htmil

Routine.

None

CONFIDENTIAL PAGE 20
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Yorke Peninsula Council

Reference:
Vulnerability:

Exposures:
Risk:
Security domains;

Technical details

Mitigating controls

Recommendation

Remediation complexity:
Implementation issues:

Corrective action taken:

VERSION 1.0 RELEASE

Security Assessment

WEB-8
Wildcard certificate in use.

https://ecouncil yorke sa.gov.au/eservice

Information

Confidentiality, Integrity.

The server uses a wildcard certificate. If the server I1s compromised, access
to this certificate exposes any other hosts or applications under the

yorke sagovau domain to impersonation. Similarly, a compromise of any
other server using this certificate could expose the application. Any server
protected by this certificate could be impersonated using this wildcard

certificate.

The certificate is shown below

Certificate Details
lssued to: * yorke sa.gov.au
lssued by COMODO
Valid from July 20, 2016 at 9:30:00 AM
Valid to: July 29, 2019 at 9:29.59 AM

MNone

The certificate should be issued to the FQDN of the web server. Purchase
a new cerlificate which matches the FQDN of the server

Routine.

A cost is likely involved in obtaining a new SSL certificate.

CONFIDENTIAL PAGE 21
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Yorke Peninsula Council Security Assessment
Reference: WEB-9
Vulnerability: HTTP Trace method enabled.
Exposures: https://ecouncil yorke sa.gov.au/eservice
Risk: Information
Security domains; Confidentiality
Technical details The HTTP TRACE method is designed for diagnostic purposes. When

enabled, the web server responds to requests that use the TRACE method
by echoing in its response the exact request that was received.

This behaviour is often harmless, but occasionally leads to the disclosure of
sensitive information such as internal authentication headers appended by
reverse proxies.

Request

TRACE / HITE/L.1

Host: ecouncil.yorks.sa.gov.au
Cookie: Tia9tspnen

Connection: close

Response

HTTE/Ll.1 200 OK

Date: Wed, 05 Jul 2017 00:23:01 GMT
Server: Apache/2.2.15 (Red Hat)
nnection: close

i nt-Typs: messags/http
Content-Length: I12

TRACE / HTITE/Ll.1

Host: ecouncil.yorks.sa.gov.au

Cookie: Tia9tspnen;
JSESSIONID_live=0000)eGlWlEdL]l0RemeOPymyVxl:-1;
ga=GRl.4.29€425186.14908214062;

5.1486214062; _gat=l

Tonnection: close
Mitigating controls: MNone.
Recommendation Disable the TRACE method for the server to remove this threat
Remediation complexity.  Routine
Implementation issues: MNone.

Corrective action taken:
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Appendix A — SSL Issues

Security Assessment

The listed hosts are allowing for the use of weak SSL versions, ciphers and expired certificates

SSL Certificate Expired
Host IP Expiry Date

150.101.10.172 Sep 25 00:00:00 2015 GMT

SSL Certificate Signed Using Weak Hashing Algorithm

Host Port
150.101.10.173 5061
150.101.10.173 5222
150.101.10.173 8443

SSL Self Signed Certificates
Host
150.101.10172
15010110173
150.101.10173
150.101.10173

SSLv3 and Weak Ciphers

Host SSL Version Port Number
150.101.10.168 3 443
150.101.10.169 3 443
150.101.10172 3 443
150.101.10173 3 443
SSL Certificate Cannot Be Trusted

Host Issuer
150.101.10172 yorkegis yorke local
150.101.10173 Internal CA
15010110173 Internal CA
150.101.10173 Internal CA

WVERSION 1.0 RELEASE CONFIDEMNTIAL

Hashing Algorithm
SHA1
SHA1
SHA1

Port Number
443
5061
5222
8443

Cipher
RC4
RC4
RC4
RC4

Port
443

5061
5222
8443

PAGE 23
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Yorke Peninsula Council Security Assessment

Appendix B — Risk Categories

The following tables are used to rate the nsk due to the exposures. The methodology i1s derived from
1SO 31000

Impact
Level Descriptor Examples

1 Insignificant Read-only access to user/unprivileged data
Service fingerprinting where known vulnerabilities exist
External server ping
Audit records not correlated

2 Minor Read-write access to user/unprivileged data
Read-only access to system/privileged data
User service compromise
User service denial-of-service
Single IP address denial-of-service
Lack of user activity auditing

3 Moderate User account compromise
Service denial-of-service
User denial-of-service
User disciplinary action or sanctions
Lack of privileged activity auditing
Lack of configuration control/documentation

4 Major Server/device administrative compromise
External routed network compromise
Read-write access to system/privileged data
Server/device denial-of-service

5 Catastrophic Domain administrative compromise

Datacentre/network denial-of-service
Business can no longer function

WVERSION 1.0 RELEASE CONFIDENTIAL PAGE 24
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Likelihood
Logical Controls

Level Descriptor
A Almost certain
B Likely
c Possible
D Unlikely
E Rare

Administrative Controls

Level Descriptor

A Almost certain
B Likely

c Possible

D Unlikely

E Rare

Physical Controls

Level Descriptor

A Almost certain
B Likely

o} Possible

D Unlikely

E Rare

VERSION 1.0 RELEASE

Security Assessment

Examples

Demonstrated compromise

Exploit tool publicly available

No exploit tool required
Detective control does not alert

Publicly analysed vulnerability
Published manual process available
Detective control alerts via e-mail

Vulnerability announced but no public disclosure
Physical access required

Specialist knowledge required

Detective control alerts in real-time

Brute force required

Attack is theoretically possible
Detective control is monitored by a person in real-time

Examples

Behaviours actively encouraged

Policy does not exist or is ambiguous
Staff are not trained

Policy exists but is not enforced
Staff training is out of date

Policy breach will cause disciplinary action or termination
Documentation does not exist

Staff training is not regular or reinforced

Policy breach will cause civil or criminal charges

Documentation exists but is incomplete or has minor inaccuracies
Staff are not independently certified

Examples
Open door

Unmonitored public access areas
Loss of power due to supply failure
Temperature or humidity outside of normal operating range

Fire, flood or other major environmental damage

CONFIDENTIAL PAGE 25
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Yorke Peninsula Council Security Assessment

55 Risk
[ R A

1 2 3 4 5
Insignificant Minor Moderate Major Catastrophic

A

Almost certain
(Likely or possible Moderate High High Extreme Extreme
weekly)

B

Likely
(Likely or possible Moderate Moderate High High Extreme

monthly)

C
Possible
(Likely or possible Low Moderate Moderate High High
annually)

D
Unlikely
(Maybe once in 5 Low Low Moderate Moderate High
years)

E

Rare
(Maybe once in 20 | Information Low Low Moderate Moderate

years)

Immediate action is required

Extreme This is a critical problem that is almost certain to cause some loss.

Senior management attention is needed.
High Failing to implement this recommendation as soon as possible
introduces a high probability of loss of some sort

Management responsibility must be specified.

It is possible that failing to implement this recommendation will result
in aloss of some sort  Rectification should be performed during the
next scheduled maintenance.

Moderate

Manage by routine procedures.
Low This issue should be considered during normal administration duties
and planning processes.

Information The exposure is provided for information purposes.

> > P
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Yorke Peninsula Council Security Assessment

Appendix C — Definitions

Assessment Methodology

Discovery

No matter what environment is being tested, it is important to obtain as much information as possible
about the target organisation within a reasonable period of time. Typically, this is referred to as "foot
printing," and is often the most important (yet overlooked) component of zero-knowledge attacks

Enumeration

Once specific domain names, networks and systems have been identified through discovery, the penetration
tester should gain as much information as possible about each one. The key difference between discovery
and enumeration is the level of intrusiveness

Vulnerability Mapping

Vulnerability mapping, one of the most important phases of penetration testing, occurs when security
practitioners map the profile of the environment to publicly known—or, in some cases, unknown—
vulnerabilities. The tester's most mundane but critical work is performed during the discovery and
enumeration phase. If executed haphazardly, the vulnerability-mapping phase will be less effective.

Exploitation
The exploitation phase begins once the target system's vulnerabilities are mapped The penetration tester
will attempt to gain privileged access to a target system by exploiting the identified vulnerabilities. This may
take the form of launching a password guessing attack using user names collected during the enumeration
phase. For example, published exploit code can be used to exploit vulnerabilities found during the
vulnerability mapping stage. Whatever the method used, the goals of the test are any of

User-level access,

Privileged access;

Information snooping, theft or corruption.

Risk Management

Corrected

The exposure is such that the level of risk to the business would result in a higher cost to the business if the
exposure is not addressed than if the exposure was addressed. That is, fixing the problem will cost less
than the data is worth. This is a direct cost benefit

Mitigated

Thegexposure is such that the value of the information is less than the cost of rectifying the exposure, or the
exposure is not able to be rectified because of technical limitations in the platforms, or due to business or
application requirements. In this case other controls may be used to reduce the level of exposure That is,
the application or platform does not support the required level of protection, but other controls will reduce
the level of risk.

Acknowledged

These exposures must be highlighted to the management and business owners, however, the level of risk is
low or the cost of correcting the exposure is such that the rectification of the exposure would cost more
than the business is willing to spend or the data is worth. That is, the data is not worth the cost of
protecting it or the risk is small enough to not warrant the rectification of the exposure

Transferred
The exposure is such that the risk to the information is best addressed by transferring the risk, ie. insurance
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Security Terms

Integrity

In lay usage, information has integrity when it is timely, accurate, complete, and consistent. However,
computers are unable to provide or protect all of these qualities. Therefore, in the computer security field,
integrity is often discussed more narrowly as having two facets: data integrity and system integrity. “Data
integrity 1s a requirement that information and programs are changed only in a specified and authorised
manner.” National Research Council, Computers at Risk, (Washington, DC: National Academy Press,
1991), p. 54. System integrity is a requirement that a system “performs its intended function in an
unimpaired manner, free from deliberate or inadvertent unauthorised manipulation of the system.”
(National Computer Security Centre, Pub. NCSC-TG-004-88.)

Availability
A “requirement intended to assure that systems work promptly and service is not denied to authorised
users.” (Computers at Risk, p. 54.)

Confidentiality

A requirement that private or confidential information not be disclosed to unauthorised individuals.

Risk
The potential for harm or loss is best expressed as the answers to these four questions
What could happen? (What is the threat?)
How bad could it be? (What is the impact or consequence?)
How often might it happen? (What is the frequency?)
How certain are the answers to the first three questions? (What is the degree of confidence?)

Threat
This term defines an event (e.g. a tornado, theft, or computer virus infection), the occurrence of which
would have an undesirable impact.

Vulnerability

This term characterises the absence or weakness of a risk-reducing safeguard. It is a condition that has the
potential to allow a threat to occur with greater frequency, greater impact, or both. For example, not
having a fire suppression system could allow an otherwise minor, easily quenched fire to become a
catastrophic fire. Both expected frequency (ARQO) and exposure factor (EF) for fire are increased as a
consequence of not having a fire suppression system.

Security Risk
A security risk i1s the probability of a threat compromising a vulnerability during a specific time period.

Remediation Complexity

Routine
A routine mitigation action can be accomplished within the scope of business-as-usual. Impact is limited to
a small number of systems or staff and effort is measured in hours.

Considerable
Considerable complexity reflects a need to create new processes, policies or programs. Coordination of
several teams or impact to many users is likely. Effort is measured in days or weeks

Extensive

An extensive mitigation action will require a significant change in process or major environment change
Several teams will be involved in deployment and effort will be measured in months
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8.7 DRAFT MAJOR PLANT ASSET MANAGEMENT PLAN

Document #: 17/87480
Department: Assets and Infrastructure Services
PURPOSE

To advise the Audit Committee that the draft Major Plant Asset Management Plan (provided under
separate cover) will be presented to Council to seek endorsement to undergo public consultation.

RECOMMENDATION

That the Audit Committee recommend that Council endorse the draft Major Plant Asset Management
Plan to undergo public consultation.

LINK TO STRATEGIC PLAN
Goal: 2 Community Connected through Infrastructure
Strategy: 2.1 Develop and deliver on Asset Management Plans for all asset classes

BACKGROUND

As required by the Local Government Act 1999 Council must develop and adopt an infrastructure
and asset management plan, relating to the management and development of infrastructure and
major assets by Council for a period of at least ten (10) years.

The draft Major Plant Asset Management Plan is presented as a way forward in managing major
plant assets. It includes the following:

levels of service;

future demand;

lifecycle management;

financial summary;

plan improvement; and

a proposed ten (10) year capital renewal budget.

DISCUSSION

The draft Major Plant Asset Management Plan has been developed to demonstrate responsive
management of major plant assets, including the services provided from these assets; compliance
with regulatory requirements; and to communicate the funding needed to provide the required levels
of service over the ten (10) year planning period.

The draft Major Plant Asset Management Plan takes into account Council’'s Asset Management
Policy (PO128), Strategic Management Plan, Long Term Financial Plan (LTFP), Annual Business
Plan and budget.

The Yorke Peninsula Council owns and maintains a fleet of major plant, which is essential to support
the delivery of services throughout the Council area, including the maintenance and construction of
assets.

Major plant assets were categorised and uploaded into Conquest, Council’'s Asset Management
Software, in June 2017. These assets have a replacement value of $12.2 million.

The draft Major Plant Asset Management Plan shows that the projected outlays necessary to provide
major plant assets; including operations, maintenance, renewal and upgrade of existing major plant
assets over the ten (10) year planning period is $29.8 million or $2.98 million per year. The estimated
available funding included in the LTFP for this period is $34.3 million or $3.43 million per year. This
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equates to 115% of the cost to provide these assets, which results in a funding excess of $449,000
on average per year. However, it needs to be noted that the review of replacement costs of plant
and volatility of operating expenses such as fuel will have an impact on the projected figures.

The draft Major Plant Asset Management Plan will be used as a guide for Council to develop future
budgets and capital works programs. In addition, further development of the asset condition profile
of the major plant assets and the continued review of useful lives, replacement costs and residual
values of each asset category will enhance the planning of capital renewal and replacement
programs.

COMMUNITY ENGAGEMENT PLAN

Level 2 Consult — Public Notice placed in the Yorke Peninsula Country Times, on Council’s website
and Facebook page.

CONSULTATION PROCESS
In preparing this report, the following Yorke Peninsula Council officers were consulted:
o Corporate Management Team
e Asset Manager
e Operations Manager
e Works Manager
¢ Manager Financial Services
e Accountant Financial Operations
In preparing this report, the following External Parties were consulted:

e Nil
POLICY IMPLICATIONS
PO128 Asset Management Policy

BUDGET AND RESOURCE IMPLICATIONS

The draft Major Plant Asset Management Plan has been developed with reference to the current
LTFP. The expenditure and valuation projections in the draft Major Plant Asset Management Plan
are based on the best available data.

The draft Major Plant Asset Management Plan provides Council with a guide to ensure that sufficient
funding is available to maintain major plant assets at an appropriate level over a 10 year planning
period.

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS

Local Government Act 1999

ATTACHMENTS
1. Draft Major Plant Asset Management Plan (under separate cover)

Item 8.7 Page 88



AUDIT COMMITTEE MEETING AGENDA 13 DECEMBER 2017

8.8 ASSET MANAGEMENT UPDATE

Document #: 17/88418
Department: Assets and Infrastructure Services
PURPOSE

To update the Audit Committee members on Asset Management activities.

RECOMMENDATION
That the report be received.

LINK TO STRATEGIC PLAN
Goal: 2 Community Connected through Infrastructure
Strategy: 2.1 Develop and deliver on Asset Management Plans for all asset classes

2.2 Utilise technology to provide easy access to Council information (e.g. planned
infrastructure works, location of public facilities, events etc.)

2.5 Explore provision of new infrastructure

BACKGROUND

The report provides the Audit Committee with a summary of the works / activities undertaken within
Asset Management.

DISCUSSION

Asset Management Plans

The Stormwater Infrastructure Asset Management was adopted by Council at the November Council
meeting.

A draft Major Plant Asset Management Plan will be presented to Council for endorsement to
undertake public consultation at the December Council meeting and is provided to the Audit
Committee for reference as part of the Agenda for this meeting.

A draft Buildings and Other Structures Asset Management Plan has been developed and
workshopped by staff, with further review and discussion required prior to the plan being presented
to Council.

Data Collection

Staff continue to undertake data collection and inspections of all asset classes and also investigate
the use of new ideas and technologies to undertake and record these inspections.

ATTACHMENTS
Nil
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8.9 RISK MANAGEMENT REPORT

Document #: 17/88852
Department: Corporate and Community Services
PURPOSE

The Risk Management Officer presents an update on the progress of Council’'s Risk Management
Framework.

RECOMMENDATION
That the report be received

LINK TO STRATEGIC PLAN
Goal: 5 Responsible Governance
Strategy: 5.5 Undertake effective risk management

5.8 Continuous improvement of Council processes

BACKGROUND

The objective of the Yorke Peninsula Council’'s (Council) risk management framework is to provide
an essential and coherent link between our strategic goals, our risk management policies,
procedures, processes and our day to day activities.

DISCUSSION

This report provides a status update on risk management activity performed from October to
November 2017, including:

e Focus and preparation for upcoming Risk Audit Risk and WHS Evaluation Audits (05-06
December 2017).

e Updated Risk Management LGAMLS Review Action Plan.

¢ Risk Management Plan — Development Status Summary

COMMUNITY ENGAGEMENT PLAN
Not applicable

CONSULTATION PROCESS

In preparing this report, the following Yorke Peninsula Council officers were consulted:
e Manager People and Culture
¢ Risk Management Officer.

In preparing this report, the following External Parties were consulted:
e Nil

POLICY IMPLICATIONS

PO091 Risk Management Policy

PR098 Risk Management Procedure
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BUDGET AND RESOURCE IMPLICATIONS
Not applicable

RISKS/LEGAL/LEGISLATIVE/ IMPLICATIONS
Local Government Act (SA) 1999

Work Health and Safety Act (SA) 2012

Work Health and Safety Regulations (SA) 2012

ATTACHMENTS

1. Risk Management Activity Report - December 2017
2. Risk Management and Profile Review Action Plan 2016-2017 (extract) - December 2017
3. Risk Management Plan Development Status Summary - December 2017
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1. Risk Management Activity Report — October 2017 — November 2017
No. Project Scope Overview Project
’ Status
1 Local Government Actions on the 2016/2017 Risk Management Action Plan In Progress
Association Mutual continue to be review until the 2017 audit has been
Liability Scheme undertaken and a new plan developed.
(LGAMLS) Risk
Profile
2 Risk Maturity Allocation of responsible persons and due dates will be In Progress
Assessment (RMA) allocated in the RMA Action Plan after the Risk Profile
and KP| Audits have been completed and results
reviewed.
3 Business Continuity  Business Continuity Sub Plans to be developed. In Progress
Plan (BCP)
4 Risk Management Development of Councils Risk Management Framework In Progress
Framework has commenced.
5 Risk Management Development of the Risk Management Plan has In Progress
Plan commenced with a number of tools (drafts) to assist with
the process have been created.
6 Risk Portfolios Review Councils Departmental risk portfolios. Findingstc ©On Hold

be reported back to the Audit Committee.

Item 8.9- Attachment 1

Page 92



13 DECEMBER 2017

AUDIT COMMITTEE MEETING AGENDA

LEDT/TE

$S3YO0¥d / SLNIWWOD

3qLva 3Inga

ALITIEISNOJS 3d

L10Z AInr - 9102 sunp
ueld UonIY Malaay 3yold YSiy

Q3¥IND3Y NOWLOY

zaaT ey TEOTZ/AT - ATTT/GTIS WiddH =1id
JEaA Pl BG ||M USILM PRSICPUS PUE PajS|Eilon Uaeg SEY omalue 4 jusiuaBeue)
451x 5)19UNOT UaYM SEeA0dWs JUENS|B) PUE SJ8GWalY FOI0S|T YIM USNELSPUN 8 ([ Bumie) sy wi L e op Buiuie)
L SESUSIEMY HIOMBLWE S JuawaBeue)) yaid, ppe ScEajd ned Ued i | SIS0Wa) pa)a|] Sy} uo papsl| e S1 |
aiwtL) sisfjeuy spaay Buiuel | Jaguapy pajoag aw uo pags) Buiuel | juawabBeusyy ysiy g -
Juaym pue uayepapun sam Buuiesy Eym ey fauy ) o . ‘uaxepapun Asnolaaied JoU J UDISSES SSaUBIEMY|
ABuuies) uswabeusp ysiy AUB USYBUSPUN SIagWaRY PEI03|T JUSUND 3U) SABH - m_.n_N.mD.._.n szsyn uswsbeuspy ¥siy icmzwel juswasbeuspy ysiy (ML) sisfeuy spasp Guues) gl-fep T
muensuuou Buimo)oy 3yl so) (O30 PUS JOABKY) IUBISISSY SAINDEXT PSISWT - L LOT/LLILE EHOTROICE Y Ul SpNU pus sisquisyy palos(3 g pais|dwod Buluisn manay
uad 1ggog - 2anyng pue 3jdoad JaBeus)) - panosdde uoisuses Jojisenbsy - 4 LOZL0E L
PasIopuUs pue pals|dwon uaag seyY yomawes 4 wawabeusp
un paja|dos 2G 1ouUED UONSE S L §LOZ/S00| § 51 PRISAnkas 218p SN Ol UCNSUAINT - £LOZ/LOIE |
‘siBquWE) FE9E| 3 o Buies spineld UBD SHYDT WS HIy $59T)
“falod wawabeuey 53] B jo sidiouud B se papnioul a9 o) aBueys apewn) o) LIDEELILE Ja2o AYIgRURIENS P UAWUOIALT [RINEN ue|d uanedepy aSueus slew | o uawdeaaag mnr_”._a_”_.i gl
JUILISIOPUS P MAIATL JIBYF IS |IZURS T OF PRRILGNS
a0 m fsu sepduwos 51 ssacoud 1B SOUD IUSWLIOD o) AEUISIUL WSY] SINGUISIE [|IM USY]  SpEW S 0] SHpa SJoL|
maj - LEYIMD|S S5800id JusiusBrueyy 531 palenosse pus Ao a8U] - WISY-Yeg BR0ET Woky Siepdn - L1020 LIEE)
UOISENISIE SUSEISd])
saBeueyy Jod SE gl UDNDY LM BUI UL/ LOZ/Z )08 puagces ajep anp ‘padojarap Sulag |15 SIUBWRAGE - § LOZAILD
{JaSeuey suopeiads -Aypomspios) . ZL
weydels pasucyine) senuoud Jeyio o] NP L LDZ/G0I0E 01 PapUale ajep anp ‘ssabod ul .ﬁohmumrw—mﬂmﬂ_w §u_ _.._N.w __ ' 4B AJIGEUEISNS B UAWUDIAT [RINIEN ‘ainpasnidifsiod wawsbeue|y sa.) & ajeaiD) onv_.._.ﬂ_”“....‘ 1
gl | spispEoy UOR2a)|0o PNi4 pUE paSS PUBT S)BAlld U 8l | MWSIBpUBs, 831 fuswase|day s3] (|eAclay Sa]| GHOTITIE
aouBUSjUIE |y aal ) Bunue|d sau) Kge ey Sacinosay pus jJuawsBeuely ¥siy Apsianpoig Buioueyug saal jo ane )
ssapdiaund Bumo)o sy us paseq wawabeusw 33 SE3UPPE | £31)04 TSISqWS pRES|T
spounon Ag IUSWSSI0DUS US MEINE] Jo) pEYEIp g ol Lonog uswabeuspy s3] |
“sjsanbas Bujurud 331 jo Muolew)|
Y IHELEPUN 815 UsEie B puT SouRLSIBW pue Buunid "BIeD B3U) Ul AR S48 SASNWEW YIS |SuncD Aueuns
SUAS SUUEEDY - pAUYSPp =q O3 Ew..m.m.m. #LWE&WNLWE .‘ﬂOme.w.im 4G4 IWG M| O] papUaa 318 3NJ PamalA3Y
20 0L 3ND300A4 =UNpasoid ssusdssy fsusfiawg sjpounog o QENNS 10} PISSISEE 3G O} HIOMIWEY Bpuodsay-| LLO0ZELILE ‘paLyap &1 fouaBiala ue ul yes pue jueid o
AousBuswa ue jo uana 543 Ul 3|0 53340|dWa |IJUNCS 1B SHOD| HICMBIIE SIY || Fagiragene B0 pswsbeuep HSiy faned [sunes snsus o} sinpasaiy ssucdsey AousBiaws manay §l-nr ©
(@1 0Z/EZ0E0) BUunasw ssiuwwal SHAY 541 18 D3|GE] SEM BUB MalNE) JEPUN 51 Y5 849 WOl JoMaWe) Bpuadsay- | SLOZIE0E
ARAIAEY JSPUN 5| Sunpanold ssuodsay fouabiswg)
uad Iggog - aunyng pue ajdoag Jabsuepy - pancidde uoisuspes Joyisanbay - £ LOZLOIF L
‘LLDZIEL/EL 91 SIBF 8N Jo UD|SUSLKS Jo) 1S5enbay - £L0ZL0IE )
SULAL BULERDY - £F D)9y 335 pE1a|dwon 56 o) momawe 4 ¥S|Y o)
S MO||B O] PEPUSING SR AN SoUSIASY SPUBPURLS 3|04 Y5 Y (BMDe Sy jeaas o pabury uonay - QLOZ0LE L LLOZTIZLILE
QLOZ sunp paicope ued o)Bejens) ZHOTROICE 1200 ¥EIYSEsI0 WawsBeuey eIy 514 wBeuEL pue ssesse o) sseaaid SL-mP I
LOZ A Ajepewixadde jo) panpeyss $ Uodope pUB JUSLLSSIopLE Mo SEOZHEOICE A} S8 § INSUE O} MINPAS JUaWaBEUR Y H5IH MENay
(LND) wes | uawaBeuey apeiodios oyl Ag pamsn e ||In UE- Bu) o Jeip e =y 4
‘aloz udy Aejewixoidde Joj painpayss i uahdope pUE JUSWSSIopUT|
‘(papdope pue pasiopua uaag SBY §l #3U0) U4 uawaBeuey oifslens 0F0Z-0L0Z Ayl Yy paubie pue pamainal
by o) paau (e uejg ayy u ysu 2Bajeas ayy png pajejdwos sem (ue|d) uejd uawaBeuepy ysiy oiBajens OZ0Z-5L0Z Bed|

i

MIASU NS o) ov

Page 93

Item 8.9- Attachment 2



13 DECEMBER 2017

AUDIT COMMITTEE MEETING AGENDA

LT0E/TT/peavmg g

749730y

TEOTZ/OT - STTT/GTDS WWHcH =

54 19909 - aunyng pue ajdoay jabeus)y - pancudde uoisusiEs Jo) 1ssnbay - £ LOZ/01L/OE|
BLOZ/GO/LE Cb MIER SNP O} UO|SUNXE 19} pajsanbey - £ 10ZI0 LIOE|

(Wl 1G98 - BnYND PuE ajdoag JaBeue) - pencidde uoisusxe Jo) jsenbay - £ LOZF0NL0

ABejeas wewaBeuew

|oed Bunuwnms au) doj@sap o) swg so(E o) £ LOZ/E0/LE ©) S1ED anp ay) o} uoisuals pajsanbay - £ LOZL 040

FLOZEOILE
LLOZELE
HHOREaTE

S8 esBRUE HSI

sjead
Bulwiiims sBeuew o) siuawednbe) oyl Uo eys WolEwau)|
o seusping dojasap pue sjuslLsnba) s siBa) menay

Bhohepy

a4 1G90g - ainyng pue ajdoad iabausly - panoidde usisus|a 1o} jsanbay - 1 LOZ/0L0E
ELOZTHOIDE S 2JER SNP O} UoisuEpa oy pajsanbay - L LOZ/0 HOE|
| uIWEd 1ggoeg) :unyng pue adoad Jebeuep Ag paaoudde ‘pajsanbal siep anp o) UCISUEIXT - £ LOTIGOIFE]

FLOZWOI0E
LEOEMHONE
LE0ZHOIDE

Ja2uey JawaBeuepy Hsiy

awnag Aq pAIEcRE 89 FINaYs ) pue wesdcud au) o)
Aupgeyns sy uo podes apaasd pue welfiold epucdsay) menay

BL-fepy

1uEd 19909 - 2anyng pue 3jdoag W - pancsdde uol iopysenbay - LL0ZIL0IGH
TE13|CWIO0 O] SW I SWDS 3HE] ||IM BUE [IRUNGD)
Jo sEsIE ||B SaAoAUl pue pajeoidwes aynk 51 uoioe Siy) §1L0Z/A0/0E 0 pRIsanbal alep snp o UoISUSINT - L LOZLOIS)

#L02/80/0E
EHOTANGE

IEa0 uswWaBRUBY NIy

qasiBay ysid euanmady dojanag|

gl-fepy

uad 1ggeg - ainyng pue ajdeag Jabeuepy - pancodde uoisusjxa Jo) jsanbay - £ LOZLOIE)

P pUS PUE RO USSG SBY W 4 JusL n
HSIY U Hun P3181dwos 3q J0ULED UCHIE SIUL §LOZ/SOYLE O} PAISanbal S18p anp o} uohsusg - JLOZL0IEE
‘saafopdws oy Buiuiesy spincad o) 3ige 30 A8 SHYST W) W SS3T

FLOZIGOILE
LEOTHOI0E

180 Cy WawaBRUELY WSy

“s3aho|dwa JUBAS|3) O] ¥IoMBWE 4 JuswsBeusyy
WSy uo Buuien sssusseme |misusB sjes|dwos pus snpayos

gl-fepy

34 19998 - sJnyng pue w_ﬂnmn_ hWWGLﬂ—..‘ - pancudde udIsusixKa Jo) 1IssNDay - L1020 L/0E|
BLOZ/POIDE OF 9IER BNP O} Uo|sUapE Jo) pajsenbay - [ LOZI0HOE

uhiag 1ga0g - ainyns pue ajdoad JeBeuep - peacidde uaisus|Ke Jo) Jsanbay - L LOZRG/L0

‘L LOZ/E0I0E 91 agE(] eng] o) uoisuslxe o) jsenbael ‘padojarap 8q o) (|15 yiomewe 4 uswaleuew ysiy

apEidwa | ylomaliel 4SIy 258320 3AEY SHYDT - LLOZR0IL0

{aumynsa pue ajdoagd saSeusp - wipad Kooy pasuoyne)

oud JaUyyo o) @NE PalERS LSS JOU SBY somawe 4 JuawaBeusw WSy S8 J L0ZEL/LE O} DapUSlKa SjEp anp uonay]

$S3YUD0¥Ud /| SLNIWNWOD

LI0ZMLICE
Trozmote
stOErEHte

3lva 3ang

A3 easBRUE RS Y

ALITISISNOJS 3

Womewed juawaleueyy ¥y Juawe du) pue ssiopus dojaneg

a3™IND3Y NOLLOY

sh-fep

M3IADY HSIY

#
NOILDV

Page 94

Item 8.9- Attachment 2



AUDIT COMMITTEE MEETING AGENDA 13 DECEMBER 2017

® Risk Management Plan
e Development Status Summary

The development of Councils Risk Management Plan has commenced. The Risk
Management Plan will assist with the management of Councils operational risks and
help to reduce or mitigate any potential risks prior to the activity or event taking place.

In maintaining this Risk Management Plan, Council is committed to managing risk in
accordance with the Australian Standard/New Zealand and International Organisation
for Standardisation 31000 — Risk Management — Principals and Guidelines (AS/NZS
ISO 31000), by identifying, analysing, assessing, treating, monitoring and
communicating risk exposures associated with Councils activities or functions.

The delivery of this plan requires a systemic approach in recognition of any activities
undertaken by Council. A process map has been developed (refer Appendix 1 -
Operational Risk Register Process Map (Draft)) which shows the steps to be
undertaken to ensure there is a systematic and consistent approach to managing risk.

A number of tools have been drafted to assist in the risk management process, refer
to the following Appendix’s:

e Appendix 2 Operational Risk Breakdowns Structure
e Appendix 3 Organisational Risk Register
o Appendix4 |dentify Stakeholders

Page 1 of 10
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AUDIT COMMITTEE MEETING AGENDA

13 DECEMBER 2017

Risk Management Plan Development Status Summary

Yorke Peninsula Council

Appendix 4 - Operational Risk Stakeholders (Draft)

Executive Services

Section

Sub Section

Internal Stakeholder

External Stakeholder

Corporate
Management
Team

Chief Executive Officer (CEQ)

Mayor

Director Development Services

Director Assets and Infrastructure
Services

Director Corporate and Community
Services

Governance Officer

Risk Management Officer

Executive
Administration
Services

Chief Executive Officer (CEQ)

Executive Assistant to Chief Executive
Officer and Mayor

Mayor

Executive Assistant — Director
Development Services

Executive Assistant — Director Assets
and Infrastructure Services

Executive Assistant — Director Corporate
and Community Services

Executive Support Officer

Risk Management Officer

Business
Improvement

Chief Executive Officer (CEQ)

Audit Committee
Representative

Business Improvement Officer

Governance Officer

Risk Management Officer

Governance

Chief Executive Officer (CEQ)

Governance Officer

Business Improvement Officer

Risk Management Officer
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Risk Management Plan Development Status Summary

Yorke Peninsula Council

Corporate and Community Services

Services

Section Sub Section Internal Stakeholder External Stakeholder
People and Human Resources Director Corporate and Community
Culture (HR) Service’s
Manager HR
HR Officer
Business Improvement Officer
Risk Management Officer
Work Health and Risk Management Officer
Safety (WHS) Manager HR
WHS Officer
WHS High Risk Officer
Risk Management Risk Management Officer
Manager HR
Business Improvement Officer
Reception/ Manager HR
Administration HR Officer
Clerical Officer
Clerical Officer
Risk Management Officer
Learning and Manager HR
Development Learning and Development Officer
(Training) Risk Management Officer
Leisure Options Manager HR Parent of Client
Leisure Options Coordinator Volunteer Representative
Living Skills Team leader
Risk Management Officer
Volunteer Manager HR Volunteer Representative
Management Leisure Options Coordinator
Risk Management Officer
Finance Payrall Director Corporate and Community

Manager HR

Manager Finance

Payroll Officer

HR Officer

Risk Management Officer

Accounts Payable

Manager Finance

Financial Accountant

Accounts Payable Officer

Executive Assistant — Director Corporate
and Community Services

Risk Management Officer

Accounts Manager Finance
Receivable Financial Accountant

Senior Rates Officer

Rates Officer

Clerical Officer

Risk Management Officer
Accounting Director Corporate and Community
Services Services

Manager Finance

Financial Accountant Management

Financial Accountant

Financial Operations Officer

Risk Management Officer

Fleet Management

Director Corporate and Community
Services

Executive Assistant — Director Corporate
and Community Services

Manager Finance
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Risk Management Plan Development Status Summary

Yorke Peninsula Council

Manager HR

Accountant

Risk Management Officer

Business and
Public Relations

Fublic Relations

Director Corporate and Community
Services

Progress Representative

Manger Business and Public Relations

Progress Representative

Communications Officer

Elected Member

Visitors Information Services
Coordinator

Elected Member

Lead Systems and Technology

Officer HR

Risk Management Officer

Systems and
Technology (IT)

Director Corporate and Community
Services

Elected Member

Manger Business and Public Relations

Lead Systems and Technology

Senor System Analyst

IT Officer

Risk Management Officer

Records
Management

Manger Business and Public Relations

Lead Systems and Technology

Senior Records Officer

Records Officer

Risk Management Officer

Visitors Information
Services

Manger Business and Public Relations

Volunteer Staff Member

Visitors Information Services
Coordinator

Visitor Information Officer

Information Officer

Risk Management Officer

Caravan Parks

Manger Business and Public Relations

Caravan Park Manager

Corporate Services Officer

Caravan Park Manager

Risk Management Officer

Libraries

Manger Business and Public Relations

Corporate Services Officer

Library Officer

Library Officer

Risk Management Officer
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13 DECEMBER 2017

Risk Management Plan Development Status Summary

Yorke Peninsula Council

Development Services

Section

Sub Section

Internal Stakeholder

External Stakeholder

FPlanning

Manager Development Services

Senior Development Officer

Planning Officer

Planning Officer

Clerical Officer Development

Risk Management Officer

Building
Approvals

Manager Development Services

Senior Development Officer

Building Officer

Building Officer

Clerical Officer Development

Risk Management Officer

Environmental
Health

Manager Development Services

Environmental Health Officer

Clerical Officer Development

Risk Management Officer

Compliance

Manager Development Services

Senior Compliance Officer

Clerical Officer Development

Clerical Officer

Risk Management Officer

Rangers

Manager Development Services

Senior Compliance Officer

Ranger

Ranger

Risk Management Officer

Properties
Tenures

Manager Development Services

Senior Development Officer

Accountant Financial Manager

Risk Management Officer

Cemeteries

Manager Development Services

McQueens Funeral Director

Senior Development Officer

Risk Management Officer
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Risk Management Plan Development Status Summary

Yorke Peninsula Council

Assets and Infrastructure Services

Section

Sub Section

Internal Stakeholder

External Stakeholder

Asset
Management

Buildings

Director Assets and Infrastructure
Services

Director Development Services

Manager Assets

Risk Management Officer

Roads/Footpaths

Director Assets and Infrastructure
Services

Manager Assets

Manager Works

Risk Management Officer

Works -
Construction

Construction Works

Manager Works

Leading Worker - North

Leading Worker - South

Works Team Member - North

Works Team Member - South

Works Team Member - North

Works Team Member - South

Works - HSR

Risk Management Officer

Patrol Graders

Manager Works

Leading Worker - North

Leading Worker - South

Grader Driver

Grader Driver

Grader Driver

Grader Driver

Works - HSR

Risk Management Officer

Mechanics

Manager Works

Leading Worker - North

Leading Worker - South

Mechanic - North

Mechanic - South

Works - HSR

Risk Management Officer

Operations

Operational Works

Manager Operations

Operations Coordinators

Supervisor — North

Supervisor - Central

Supervisor - South

Operations Team Member - South

Operations Team Member - North

Operations Team Member - Central

QOperations - HSR

Risk Management Officer

Waste
Management

Director Assets and Infrastructure
Services

Manager Operations

Operations Coordinators

Supervisor — North

Supervisor - Central

Supervisor - South

Operations Team Member - South

Operations Team Member - North

Operations Team Member - Central

Operations - HSR

Risk Management Officer

Environmental
Sustainability

Manager Operations

Environmental Sustainability Officer
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Risk Management Plan Development Status Summary Yorke Peninsula Council

Risk Management Officer
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9 GENERAL BUSINESS

10 NEXT MEETING

Wednesday 28" March 2018, 3.00pm.

11 CLOSURE
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